
Our use of your information

All practice staff sign a confidentiality agreement. Doctors and nurses are bound by professional duties. Your medical records are held on paper and on computer. The information we hold is protected by legislation including the Data Protection Act. Your medical details may be shared with other medical staff and departments directly involved in your care, including through your Summary Care Record (see https://digital.nhs.uk/summary-care-records) or Integrated Care Record (see https://www.happyhealthylives.uk/our-priorities/digital-transformation/integrated-care-record/privacy-notice/); with independent contractors such as dentists, opticians, pharmacists; with private and voluntary sector providers; with Ambulance Trusts; with Integrated Care Boards and Primary Care Networks; with social care services and Local Authorities; with government departments under specific conditions as laid out below; in anonymised form for the purposes of medical research; when a court or the law requires us to do so, for example to prevent infectious diseases from spreading or to check the care being provided to you is safe; for the purposes of safeguarding children.

We will not share your medical information with anyone else, including your family, unless you request us to do so. If you would like us to share information with a third party which is not providing you with care (such as an insurance company) we will need your written, signed consent.

You have the right to object to your medical records being shared with those who provide you with care. You have the right to object to your information being used for medical research and to plan health services. You have the right to have any mistakes in your record corrected, but you do not have the right to have correct information removed. You have the right to complain to the Information Commissioner’s Office. Please see the practice privacy notices on this website or speak to a member of staff for more information about your rights.

You can see a summary of your records and individual entries made in the record after January 2023 through the NHS App. To see records before then please complete a Subject Access Request form, available from Reception. You will be provided with a printed copy of your record within one calendar month (within two calendar months for complex requests). We will contact you when the request has been completed. Alternatively, you can ask to see your records in the practice, by submitting a request in writing ensuring you have stated your name, address and contact details. The request will be actioned as soon as possible and within a maximum of 21 days.
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Privacy Information for Children
What is a privacy notice?
A privacy notice helps your doctor’s surgery tell you how it uses information it has about you, like your name, address, date of birth and all of the notes the doctor or nurse makes about you in your healthcare record.
Why do we need one?
Your doctor’s surgery needs a privacy notice to make sure it meets the legal requirements which are written in a new document called the General Data Protection Regulation (or GDPR for short).
What is the GDPR?
What a great question! The GDPR is a new document that helps your doctor’s surgery keep the information about you secure.
How do you know about our privacy notice?
At your surgery, we have posters in our waiting room and leaflets to give to children and adults and we also have lots of information about privacy on our website, telling you how we use the information we have about you. 
What information do we collect about you?
Don’t worry; we only collect the information we need to help us keep you healthy – such as your name, address, information about your parents or guardians, records of appointments, visits, telephone calls, your health record, treatment and medicines, test results, X-rays and any other information to enable us to care for you.
How do we use your information?
Another great question! Your information is taken to help us provide your care. But we might need to share this information with other medical teams, such as hospitals, if you need to been seen by a special doctor or sent for an X-ray. Your doctor’s surgery may be asked to help with exciting medical research; but don’t worry, we will always ask you, or your parents or adults with parental responsibility, if it’s okay to share your information.
How do we keep your information private?
Well, your doctor’s surgery knows that it is very important to protect the information we have about you. We make sure we follow the rules that are written in the GDPR and other important rule books. 
What if I’ve got a long-term medical problem?
If you have a long-term medical problem then we know it is important to make sure your information is shared with other healthcare workers to help them help you, making sure you get the care you need when you need it!
Don’t want to share?
All of our patients, no matter what their age, can say that they don’t want to share their information.  If you’re under 16 this is something which your parents or adults with parental responsibility will have to decide. They can get more information from a member of staff at the surgery, who can also explain what this means to you.
How do I access my records?
Remember we told you about the GDPR? Well, if you want to see what is written about you, you have a right to access the information we hold about you, but you will need to complete a Subject Access Request (SAR). Your parents or adults with parental responsibility will do this on your behalf if you’re under 16. But if you are over 12, you may be classed as being competent and you may be able to do this yourself.
What do I do if I have a question?
If you have any questions, ask a member of the surgery team or your parents or adults with parental responsibility. You can:
Contact the Practice Manager. GP practices are data controllers for the data they hold
The Data Protection Officer (DPO) for Dunchurch Surgery is based at Coventry & Rugby ICB.
What to do if you’re not happy about how we manage your information
We really want to make sure you’re happy, but we understand that sometimes things can go wrong. If you or your parents or adults with parental responsibility are unhappy with any part of our data-processing methods, you can complain. For more information, visit ico.org.uk and select ‘Raising a concern’.
We always make sure the information we give you is up to date. Any updates will be published on our website, in our newsletter and leaflets, and on our posters. This policy will be reviewed annually.

DIRECT CARE PRIVACY NOTICE
 
This practice may keep data on you relating to who you are, where you live, what you do, your family, possibly your friends, your employers, your habits, your problems and diagnoses, the reasons you seek help, your appointments, where you are seen and when you are seen, who by, referrals to specialists and other healthcare providers, tests carried out here and in other places, investigations and scans, treatments and outcomes of treatments, your treatment history, the observations and opinions of other healthcare workers, within and without the NHS as well as comments and aide memoires reasonably made by healthcare professionals in this practice who are appropriately involved in your health care.
If your health needs require care from others elsewhere outside this practice we will exchange with them whatever information about you that is necessary for them to provide that care. When you make contact with healthcare providers outside the practice but within the NHS it is usual for them to send us information relating to that encounter. We will retain part or all of those reports. Normally we will receive equivalent reports of contacts you have with non-NHS services but this is not always the case.
Your consent to this sharing of data, within the practice and with those others outside the practice is assumed and is allowed by the Law.
People who have access to your information will only normally have access to that which they need to fulfil their roles, for instance admin staff will normally only see your name, address, contact details, appointment history and registration details in order to book appointments; the practice nurses will normally have access to your immunisation, treatment, significant active and important past histories, your allergies and relevant recent contacts; the GP you see or speak to will normally have access to everything in your record.
You have the right to object to our sharing your data in these circumstances but we have an overriding responsibility to do what is in your best interests. Please see below.

	1) Data Controller
contact details 
	Drs Reynolds, Chesser, Harris & Geissler. Dunchurch Surgery, Dunsmore Heath, Dunchurch, Rugby, CV22 6AP

	2) Data Protection Officer contact details 
	If you have any queries please contact the Practice Manager.

	3) Purpose of the processing
	Direct Care is care delivered to the individual alone, most of which is provided in the surgery. After a patient agrees to a referral for direct care elsewhere, such as a referral to a specialist in a hospital, necessary and relevant information about the patient, their circumstances and their problem will need to be shared with the other healthcare workers, such as specialist, therapists, technicians etc. The information that is shared is to enable the other healthcare workers to provide the most appropriate advice, investigations, treatments, therapies and or care.

	4) Lawful basis for processing
	The processing of personal data in the delivery of direct care and for providers’ administrative purposes in this surgery and in support of direct care elsewhere is supported under the following Article 6 and 9 conditions of the GDPR:
Article 6(1)(e) ‘…necessary for the performance of a task carried out in the public interest or in the exercise of official authority…’.
Article 9(2)(h) ‘necessary for the purposes of preventative or occupational medicine for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services...” 
 
We will also recognise your rights established under UK case law collectively known as the “Common Law Duty of Confidentiality”.
Common law is not written out in one document like an Act of Parliament. It is a form of law based on previous court cases decided by judges; hence, it is also referred to as 'judge-made' or case law. The law is applied by reference to those previous cases, so common law is also said to be based on precedent.
The general position is that if information is given in circumstances where it is expected that a duty of confidence applies, that information cannot normally be disclosed without the information provider's consent.
In practice, this means that all patient information, whether held on paper, computer, visually or audio recorded, or held in the memory of the professional, must not normally be disclosed without the consent of the patient. It is irrelevant how old the patient is or what the state of their mental health is; the duty still applies.
Three circumstances making disclosure of confidential information lawful are:
· where the individual to whom the information relates has consented;
· where disclosure is in the public interest; and
· where there is a legal duty to do so, for example a court order.

	5) Recipient or categories of recipients of the processed data
	The data will be shared with Health and care professionals and support staff in this surgery and at hospitals, diagnostic and treatment centres who contribute to your personal care.

	6) Rights to object
	You have the right to object to some or all the information being processed under Article 21. Please contact the Data Controller or the practice. You should be aware that this is a right to raise an objection, that is not the same as having an absolute right to have your wishes granted in every circumstance

	7) Right to access and correct
	You have the right to access the data that is being shared and have any inaccuracies corrected. There is no right to have accurate medical records deleted except when ordered by a court of Law.

	8) Retention period
	The data will be retained in line with the law and national guidance. https://digital.nhs.uk/article/1202/Records-Management-Code-of-Practice-for-Health-and-Social-Care-2016 or speak to the practice.

	9) Right to Complain.
	You have the right to complain to the Information Commissioner’s Office. Use this link https://ico.org.uk/global/contact-us/ or call 0303 123 1113 (local rate) or 01625 545 745 (national rate).



Fair Processing Notice
Personal data is shared with information governance-compliant organisations to search and identify individuals entitled to health care in the community, recommended by NHSE, but not provided by practices.











DATA SHARING WITH PATIENTS RISK ASSESSMENT
Risk assessment undertaken by Dr Chesser and Emily Hughes 17.11.2022
The National Accelerated Citizen Access Programme (the National Programme) is bringing in a change around how patients access their GP records through the NHS App or other patient facing applications, which will impact record keeping procedures. This involves the processing of personal and special category data on a large scale, of a sensitive and highly personal nature. In addition, it will include the processing of information relating to vulnerable data subjects, potentially including children where their information forms part of an adult with parental responsibility’s record. The change gives patients access to their record (not limited to coded data) through automated means (access as a default).
Are there any risks to the confidentiality, integrity and availability of personal data? Detail the risk, mitigations and risk score. To produce your risk score, multiply the likelihood score by the severity score. Likelihood (Rare = 1 / Unlikely = 2 / Possible = 3 / Likely = 4 / Almost certain = 5). Severity (Negligeable = 1 / Low = 2 / Moderate = 3 / Significant = 4 / Catastrophic = 5)
Risk:    Target patient is given access to incorrect record.
Initial risk score: 1 & 2
Measures to reduce risk: Access to patient data will be controlled by NHS login identification of individual patient. GP practice has a local information incident reporting mechanism in place.
Risk score after mitigations applied: 1 & 2
Risk:    Data is read by an unauthorised party / loss of control over the use of personal data.
Initial risk score: 1 & 2
Measures to reduce risk: Access to patient data will be controlled by NHS login identification of individual patients. Informing patients, including highlighting that shared devices/logins should be avoided. No change to Proxy Access. GP practice has a local information incident reporting mechanism in place.
Risk score after mitigations applied: 1 & 2
Risk: Maintaining appropriate data quality, i.e; disclosure exemptions have not been considered (redaction of 3rd party and information causing harm and distress) or applied correctly, test outcomes/diagnosis being shared before GP consultation, lack of documentation of essential data through staff fear of access (leading to change in documentation).
Initial risk score: 3 & 3
Measures to reduce risk: Completion of DPIA. Review and update of management of process from recording to disclosing through the NHS App and other approved patient facing apps. Staff training including ‘fear of access’ management for staff recording patient health records. See guidelines here: https://www.gov.uk/government/publications/the-good-practice-guidelines-for-gp-electronic-patient-records-version-4-2011 . GP practice to undertake a sample health records audit. GP systems have functionality to enable users to redact potentially harmful information. Redactions/exemptions are invisible to patients. GP systems have the ability to record a safeguarding flag on the patient medical record, this enables the practices to identify at risk patients. GP practice has a local information incident reporting mechanism in place.
Risk score after mitigations applied: 3 & 3
Risk: Inappropriate release or over-redaction of information (such as 3rd party information, or that which may cause distress or harm to the patient or others).
Initial risk score: 3 & 3
Measures to reduce risk: Application of serious harm test to each entry. Completion of DPIA. Review and update of management of process from recording to disclosing through the NHS App and other approved patient facing apps. Staff training including ‘fear of access’ management for staff recording patient health records. See guidelines here: https://www.gov.uk/government/publications/the-good-practice-guidelines-for-gp-electronic-patient-records-version-4-2011 . GP practice to undertake a sample health records audit. GP systems have functionality to enable users to redact potentially harmful information. Redactions/exemptions are invisible to patients. Guidance on IG portal has further details on when to redact. GP systems have the ability to record a safeguarding flag on the patient medical record, this enables the practices to identify at risk patients. GP practice has a local information incident reporting mechanism in place.
Risk score after mitigations applied: 3 & 3
Risk: Systems that are integrated with general practice automatically upload information into the patient record without managing patient visibility resulting in inappropriate disclosure.
Initial risk score: 3 & 4
Measures to reduce risk: Review external digital systems and data flows that automatically upload information onto the GPIT system. Consider types of information that may be automatically uploaded for potential risk and choose to hide from patient view or disable. For types of information that are automatically uploaded, advise patients in advance that information may be displayed before a Clinician has had a chance to review and discuss the outcome. For types of information that are hidden, advise patients in advance that they will not be able to see the information.
Risk score after mitigations applied: 5 & 4
Risk: Record which should be assessed as inappropriate for sharing has not been managed (coded) appropriately.
Initial risk score: 2 & 4
Measures to reduce risk: Completion of DPIA. Review and update of management of process from recording to disclosing through the NHS App and other approved patient facing apps. Staff training to accommodate change of process. GP practice to undertake a sample health records audit. GP practice has a local information incident reporting mechanism in place.
Risk score after mitigations applied: 2 & 4
Risk: Lack of staff awareness around patient visibility/use of application, potential implications and how to prevent information from being visible if necessary.
Initial risk score: 2 & 4
Measures to reduce risk: Staff training to accommodate change of process. GP practice to undertake a sample health records audit.
Risk score after mitigations applied: 2 & 4
Risk: Risk of short-term increase of patient queries/requests (patients not understanding records e.g. access through Shared Care Record queries etc.)
Initial risk score: 5 & 2
Measures to reduce risk: Good information materials for patients. Review and update of management of process from recording to disclosing through the NHS App and other approved patient facing apps. Staff training to accommodate change of process.
Risk score after mitigations applied: 5 & 2
 Action detail: as above
Action approver: Dr Chesser
Action owner: Dr Chesser
Action due date: ongoing staff awareness
Action complete: ongoing
Measures approved by: Dr Chesser 17.11.22
Residual risks approved by: Dr Chesser 17.11.22
DPO advice provided by: Dr Chesser
Summary of DPO advice: risks assessed as per DPIA
DPO advice accepted or overruled by: Dr Chesser
Comments: risks assessed as per DPIA
Consultation responses reviewed by: Dr Chesser & Emily Hughes
Comments: risks assessed as per DPIA
This DPIA will be kept under review by: Emily Hughes in consultation with Dr Chesser
Next review: November 2026 unless change in processes prior to review date





DATA SHARING WITH OUTSIDE ORGANISATIONS PRIVACY NOTICE

The law requires Dunchurch Surgery to share information from your medical records in certain circumstances. Information is shared so that the NHS or Public Health England can, for example, plan and manage services; check that the care being provided is safe; prevent infectious diseases from spreading. 
We will share information with NHS Digital, the Care Quality Commission and local health protection team (or Public Health England) when the law requires us to do so.
We must also share your information if a court of law orders us to do so

NHS Digital

NHS Digital is a national body which has legal responsibilities to collect information about health and social care services. It collects information from across the NHS in England and provides reports on how the NHS is performing. These reports help to plan and improve services to patients. This data will not be shared for marketing, advertising, purely commercial or insurance purposes.

NHS Digital will collect most of the structured and coded information in your GP record. This includes data about diagnosis, symptoms, test results, medicines, allergies, vaccinations and appointments, as well as data about your sex, ethnicity and sexual orientation. We also collect data about the members of staff who have treated you. They will not collect your name or full address, written notes (such as details of conversations between you and clinicians), images or documents, data that is more than 10 years old, or data that GPs are not permitted to share by law.

This practice must comply with the law and will send data to NHS Digital, for example, when it is told to do so by the Secretary of State for Health or NHS England under the Health and Social Care Act 2012. More information about NHS Digital and how it uses information can be found at: https://digital.nhs.uk/home
 
NHS Digital sometimes shares names and addresses of patients suspected of committing immigration offences with the Home Office. More information on this can be found here: https://www.gov.uk/government/publications/information-requests-from-the-home-office-to-nhs-digital

To opt-out of sharing data with NHS Digital go to https://www.nhs.uk/using-the-nhs/about-the-nhs/opt-out-of-sharing-your-health-records/


Care Quality Commission

The Care Quality Commission (CQC) is an organisation established in English law by the Health and Social Care act. The CQC is the regulator for English health and social care services to ensure that safe care is provided. They inspect and produce reports on all English general practices in a rolling 5 year program. The law allows CQC to access identifiable patient data as well as requiring this practice to share certain types of data with them in certain circumstances, for instance following a significant safety incident. For more information about the CQC see: http://www.cqc.org.uk/

The law says that we must report certain serious events to the CQC, for example, when patient safety has been put at risk.


Public Health

The law requires us to share data for public health reasons, for example to prevent the spread of infectious diseases or other diseases which threaten the health of the population. We will report the relevant information to local health protection team or Public Health England.
 
For more information about Public Health England and disease reporting see: https://www.gov.uk/guidance/notifiable-diseases-and-causative-organisms-how-to-report

	Data Controller contact details
	Drs Reynolds, Chesser, Harris & Geissler. Dunchurch Surgery, Dunsmore Heath, Dunchurch, Rugby,
CV22 6AP

	Data Protection Officer contact details
	If you have any queries please contact the Practice Manager.

	Purpose of the processing
	Compliance with legal obligations or court order.

	Lawful basis for processing
 
	The following sections of the GDPR mean that we can share information when the law tells us to.
Article 6(1)(c) – ‘processing is necessary for compliance with a legal obligation to which the controller is subject…’
Article 9(2)(h) – ‘processing is necessary for the purpose of preventative…medicine…the provision of health or social care or treatment or the management of health or social care systems and services...’

	Recipient or categories of recipients of the processed data
	The data will be shared with NHS Digital.
The data will be shared with the Care Quality Commission.
The data will be shared with our local health protection team or Public Health England.
The data will be shared with the court if ordered.

	Rights to object and the national data opt-out
 
	There are very limited rights to object when the law requires information to be shared but government policy allows some rights of objection as set out below.
NHS Digital
You have the right to object to information being shared with NHS Digital for reasons other than your own direct care.
This is called a ‘Type 1’ objection – you can ask your practice to apply this code to your record.
Please note: The ‘Type 1’ objection, however, will no longer be available after 2020.
This means you will not be able to object to your data being shared with NHS Digital when it is legally required under the Health and Social Care Act 2012.

The national data op-out model provides you with an easy way of opting-out of identifiable data being used for health service planning and research purposes, including when it is shared by NHS Digital for these reasons.
To opt-out or to find out more about your opt-out choices please go to NHS Digital’s website.
NHS Digital sharing with the Home Office
There is no right of objection to NHS Digital sharing names and addresses of patients who are suspected of having committed an immigration offence.
 
Public health
Legally information must be shared under public health legislation. This means that you are unable to object.
 
Care Quality Commission
Data will be shared with the CQC, its officers and staff and members of the inspection teams that visit us from time to time. Legally information must be shared when the Care Quality Commission needs it for their regulatory functions. This means that you are unable to object.
 
Court order
Your information must be shared if it ordered by a court. This means that you are unable to object.

	Right to access and correct
	You have the right to access your medical record and have any errors or mistakes corrected. Please speak to a member of staff or look at our ‘subject access request’ policy on this website – www.dunchurchsurgery.warwickshire.nhs.uk
 
We are not aware of any circumstances in which you will have the right to delete correct information from your medical record; although you are free to obtain your own legal advice if you believe there is no lawful purpose for which we hold the information and contact us if you hold a different view.

	Retention period
 
	GP medical records will be kept in line with the law and national guidance. Information on how long records are kept can be found at: https://digital.nhs.uk/article/1202/Records-Management-Code-of-Practice-for-Health-and-Social-Care-2016
or speak to the practice.

	Right to complain
 
	You have the right to complain to the Information Commissioner’s Office. Use this link https://ico.org.uk/global/contact-us/  or call the helpline 0303 123 1113



Fair Processing Notice
Personal data is shared with information governance-compliant organisations to search and identify individuals entitled to health care in the community, recommended by NHSE, but not provided by practices.











GENERAL PRACTICE DATA FOR PLANNING & RESEARCH PRIVACY NOTICE

Please click on link below
https://digital.nhs.uk/data-and-information/data-collections-and-data-sets/data-collections/general-practice-data-for-planning-and-research#additional-information-for-gp-practices































MOBILE PHONE DATA EXCHANGE (AccuRx platform) PRIVACY NOTICE
	Data Controller
	Drs Reynolds, Chesser, Harris & Geissler.
Dunchurch Surgery, Dunsmore Heath, Dunchurch, CV22 6AP

	Data Protection Officer
	If you have any queries please contact the Practice Manager.


  Step 1: Identify the need for a DPIA            
	Purpose of the processing
	The need for a Data Processing Impact Assessment is the processing, on a large scale, of special categories of data for the use of the AccuRx platform to exchange and store messages pertaining to patients and medical staff.


  
	Describe the nature of the processing:

	The GP practice is the data controller, and AccuRx the data processor, as per AccuRx’s Data Processing Agreement.

The AccuRx patient-initiated messaging feature allows patients to request and receive support relating to their healthcare concerns. They can make requests to the relevant Healthcare Organisation, at a time convenient to them, for support in relation to their healthcare conditions.

Provision of information by the patient allows the Health or Care Professional dealing with the request to triage requests effectively and make informed decisions about how best to respond - the response could be information or advice, an offer of a consultation, provision of a repeat prescription, test results, or a referral to other services.
 
This enables the healthcare professional to have an informed view of the patient’s current circumstances before deciding to proceed with either (1) a message follow-up, (2) a phone call follow-up, (3) a video-call follow up or (4) an email.
 
User Flow
●     Patient is directed from their GP website to accuRx site
●     They then get directed to a number of options to submit a request to the practice
●     Before they can submit their request, they must enter: ~dob, ~surname, ~forename, gender, ~postcode, plus contact details including phone number
●     The number the patient puts in will be sent a secure code via SMS, and the patient is asked to enter this code into the webpage before proceeding. If they cannot do this, they can still submit their request. The patient is not given information as to whether the practice 'recognises' them / as to whether their details are correct
●     The practice automatically uses all this information to search for the patient on PDS
●     Practice is able to view all incoming requests, including those which have not been matched to a patient on PDS
●     Any match(es) are displayed to the practice staff as either exact or suggested or unmatched
●      IF the submitted information matches a single patient, AND the contact number submitted is consistent with that on PDS, AND the patient has successfully submitted the secure code sent to this number (i.e. they have passed a two factor authentication process), it's an exact match, and the patient's request will be displayed to the practice as under the patient's information/ record
●     IF the submitted information matches a single patient but the submitted contact number does not match that on PDS, OR if the submitted information and contact number do match to a unique patient, but they have not successfully entered the secure code sent to the contact number listed on PDS, it's a suggested match, and displayed to the practice as such. The practice will be prompted to verify the identity of the patient before proceeding with their request
●     IF the submitted information does not match a single patient (i.e. it matches multiple), OR no patient is found on PDS using the submitted information, it's unmatched, and displayed to the practice as such. The practice will be prompted to verify the identity of the patient before proceeding with their request


  
	 Describe the scope of the processing:

	 The data processed by AccuRx in this case is:

●     Patient data (typically name, identifiers, contact details [mobile], demographic data [DoB; gender], message content (including images), documents/notes, survey responses, metadata)
 
Patients’ data is generally kept in line with the Records Management Code of Practice for Health and Social Care 2016. However, AccuRx would delete the data earlier than suggested by this code if they were informed that the condition of Article 9(3) GDPR and s. 11(1) Data Protection Act 2018 no longer applies.
 
AccuRx retains the data pertaining to their clients’ and prospects’ medical teams’ members and to non-medical personnel actually or potentially involved in purchasing their services for as long as necessary for the purpose of providing the service, to pursue a sales transaction, or to market their services, subject to the the right to object or not to be subject to direct marketing. Healthcare professionals may contact AccuRx (support@accurx.com) to request that AccuRx delete the data held about them.

Data may be shared with sub-processors such as cloud services used for accuRx’s own storage, communications, security, engineering, and similar purposes. AccuRx’s sub-processors operate based on Article 28 GDPR-compliant agreements. AccuRx data is encrypted in transit via HTTPS and encrypted at rest via TDE. AccuRx follow the Microsoft Azure Security and Compliant Blueprint for Platform-as-a-Service web applications, specifically designed for NHS services. See here and here for further information.




 
	Describe the context of the processing: 

	The nature of the relationships with the individual is that of health and social care staff providing direct care to patients, who will inevitably sometimes be children and part of other vulnerable groups.
 
The patient has complete control over how much or how little information they want to provide to the healthcare professional, since it is a form that they are manually inputting. The patient consents by clicking on the link that submits their message to the healthcare professional. Crucially, they have the right to object by simply not submitting a message to the healthcare professional.
 
Prior to using any AccuRx product and therefore accessing the patient’s response, the healthcare professional must agree to an acceptable use policy.
 
The nature of the relationship with the individuals participating in patient initiated message is that of a healthcare professional providing direct care to the patient.


 
	 Describe the purposes of the processing:

	The purpose of using the AccuRx platform is for healthcare staff to communicate with patients (and each other regarding patients) for the provision of healthcare or social care services.

	Compliance and proportionality?

	The lawful bases of healthcare staff using the AccuRx platform for communicating with patients is the provision of health care or social care services:
6(1)(e) ‘…necessary for the performance of a task carried out in the public interest or in the exercise of official authority…’.
9(2)(h) ‘…medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems…’

AccuRx has successfully completed NHS Data Security and Protection Toolkit assurance (under NHS ODS code 8JT17), and both the Cyber Essentials and Cyber Essentials Plus certification. Cyber Essentials is a scheme run by the UK government and the National Centre for Cyber Security to help you know that you can trust your data with a given supplier. AccuRx’s sub-processors operate based on Article 28 GDPR-compliant agreements. AccuRx data is encrypted in transit via HTTPS and encrypted at rest via TDE. AccuRx follow the Microsoft Azure Security and Compliance Blueprint for Platform-as-a-Service web applications, specifically designed for NHS services.


Patient Triage
 
Communications between the patient and healthcare professional are encrypted in transit via HTTPS and responses are encrypted at rest via TDE. Patients are also asked to input their DoB, Surname, Forename, Gender, Postcode plus phone number to verify their identity via an SMS Two-Factor Authentication.

The practice is able to view all incoming requests, including those which have not been matched to a patient on PDS. Any match(es) are displayed to the practice staff as either exact or suggested or unmatched.


IF the submitted information matches a single patient, AND the contact number submitted is consistent with that on PDS, AND the patient has successfully submitted the secure code sent to this number (i.e. they have passed a two factor authentication process), it's an exact match, and the patient's request will be displayed to the practice as under the patient's information/ record.
IF the submitted information matches a single patient but the submitted contact number does not match that on PDS, OR if the submitted information and contact number do match to a unique patient, but they have not successfully entered the secure code sent to the contact number listed on PDS, it's a suggested match, and displayed to the practice as such. The practice will be prompted to verify the identity of the patient before proceeding with their request.
 
IF the submitted information does not match a single patient (i.e. it matches multiple), OR no patient is found on PDS using the submitted information, it's unmatched, and displayed to the practice as such. The practice will be prompted to verify the identity of the patient before proceeding with their request.
  
	Principle
	Assessment of Compliance

	Principle 1 – (2.21 2.23)
Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless –

(a) at least one of the conditions in Schedule 2 is met, and
(b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met
	Patient consents to take part in the process by completing the form and sending it to the healthcare professional. They can dissent at any point by not messaging the healthcare professional.

	Principle 2 – (2.2)
Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.
	Personal data is processed under the lawful basis of the provision of health care or social care services.

	Principle 3 – ( 3.1)
Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.
	The extent of the patient message purposely has a limit of 200 words per answer in order to ensure the information provided is not excessive and remains relevant to the query.

	Principle 4 – () 2.12
Personal data shall be accurate and, where necessary, kept up to date.
	The information provided by the patient will give the healthcare professional an up to date view of the patient’s circumstances and this can be added into the patient’s medical record to ensure an accurate and up to date record is maintained.

	Principle 5 – (2.20)
Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.
	Patient data is kept in line with Records Management Code of Practice for Health and Social Care 2016. These require us to hold records on behalf of GP practices until 10 years after a patient has died. However, we would delete the data earlier than suggested by this code if we are informed that the condition of Article 9(3) GDPR and s.11(1) Data Protection Act 2018 no longer applies: “that the circumstances in which the processing of personal data is carried out…[is]by or under the responsibility of a health professional or a social work professional”.

	Principle 6 – (2.22& 2.23)
Personal data shall be processed in accordance with the rights of data subjects under this Act.
	Patient agrees to take part in the process by submitting the form to the healthcare professional, after acknowledging that the form will be sent to the healthcare professional. They can dissent at any point by not sending the message.

	Principle 7 – (2.13 2.14 2.16 2.17 2.18)
Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.
	Computer equipment is secure and complies with the NHS standard for encryption. AccuRx has successfully completed NHS Data Security and Protection Toolkit assurance (under NHS ODS code 8JT17), and both the Cyber Essentials and Cyber Essentials Plus certification. AccuRx data is encrypted in transit via HTTPS and encrypted at rest via TDE.

	Principle 8 – ( 2.15)
Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.
	AccuRx follows the Microsoft Azure Security and Compliant Blueprint for Platform-as-a-Service web applications, specifically designed for NHS services. This means that AccuRx does not store or directly transfer the Personal Data/Special Categories of Personal Data outside of the EEA without a lawful transfer mechanism. However, we draw your attention to the fact that that: a healthcare professional who uses AccuRx to process patient data using a computer outside of the EEA may result in the data being processed outside of the EEA; a patient may be receiving messages whilst outside of the EEA.


 


  
	Identification and assessment of risks

	Describe source of risk and nature of potential impact on individuals. Include associated compliance and corporate risks as necessary.
	Likelihood of harm
	Severity of harm
	Overall risk

	Access to Personal data by persons other than the data subject
 
	Low
	Significant
	Low

	Sensitive data being sent via SMS
	Low
	Significant
	Low

	Abusive messages are sent to patients by a healthcare professional
	Low
	Significant
	Low

	The integrity of the computers used (how at risk are they from trojans or viruses)
 
	Low
	Minor
	Low


 
Patient Initiated Messaging - Risks
 
	Describe source of risk and nature of potential impact on individuals. Include associated compliance and corporate risks as necessary.
	Likelihood of harm
	Severity of harm
	Overall risk

	A patient sends a message to the GP practice via clinical or admin request pathways and describes red flag symptoms / something that warrants more urgent medical attention. This might not be reviewed by the administrators or clinical team for many days (e.g. over the weekend/ out of hours)
	Medium
	Significant
	Low

	Any patient can contact any GP practice and submit an admin/ medical request, even if they are not a patient at that practice
	Medium
	Minor
	Low
 

	Malicious use of Patient Triage - a malicious actor could submit a large volume of inbound requests and overwhelm a practice's email inbox / AccuRx inbox
	Low
	Significant
	Low

	Malicious use of Patient Triage - a malicious actor could attempt to contact the GP practice pretending to be another individual
	Low
	Significant
	Low

	A GP practice could be overwhelmed with more patient initiated requests than they are able to cope with
	Medium
	Significant
	Low

	For patient initiated messages that are not matched to a patient via PDS, intercepting staff at the practice could not realise that the patient has not been 'authenticated', i.e. that there is no good reason to believe the patient is who they say they are
	Medium
	Significant
	Low

	Email doesn’t send for whatever reason and patient is waiting for medical help without knowing that their request has not been received
	Medium
	Significant
	Low

	Following submission of an online consultation, the patient condition deteriorates and doctor can’t get hold of them over phone/video call
	Low
	Significant
	Low

	Reception encourages someone that calls to use online service. They struggle to use it and abandon, and are too frustrated/scared/worried to call again to get the help they need
	Low
	Significant
	Low

	Patient enters medical request under clinical request, or vice versa
	Low
	Minor
	Low

	Patient is unclear when to call 999 /111
	Low
	Significant
	Low

	During beta version - user may reply to emails coming into practice email inbox thinking their reply will be sent to the patient. The patient does not receive important clinical information, and the practice does not realise this
	Medium
	Significant
	Low

	Patient enters medical request under clinical request, or vice versa
	Low
	Minor
	1

	A new patient triage request is not seen in the accuRx Inbox
	Low
	Significant
	2

	A patient triage request is not acted on within a reasonable timeframe
	Medium
	Significant
	2

	Patient or someone acting on behalf of patient attached intimate photos to Patient Triage request
	Medium
	Significant
	2

	A patient is unable to attach an image to their Patient Triage request
	Medium
	Significant
	2

	The image quality is not good enough for Clinician to identify issue
	Medium
	Significant
	2

	A malicious user asks patients to send photos via SMS then deletes these from their record
	Low
	Significant
	2

	1. Stored photos/ documents are accessed by an inappropriate / malevolent user or external hacker
2. Stored photos/ documents are accessed by an inappropriate / malevolent accuRx employee
3. Stored photos/ documents are accessed by an appropriate user, but used inappropriately
	Low
	Significant
	2

	Patients make errors in their medication requests on Patient Triage
	Low
	Significant
	2


 
  
	Measures to reduce risk

	Risk
	Options to reduce or eliminate risk
	Effect on risk
	Residual risk
	Measure approved

	Access to Personal data by persons other than the data subject
	Healthcare professionals are authenticated by requiring: NHSmail to register for an account; TPP SystmOne or EMIS Web profiles; and an administrator at their GP practice to approve them. This is to prevent people who do not actually and currently work at the provider organisation from accessing the accuRx system.
Patient demographic data is only pulled from either TPP SystmOne or EMIS Web principal care systems. This ensures that a healthcare professional can only access data of patients registered at their practice.

Any video consultations are not recorded or stored.
	Eliminated
	Low
	Yes

	Sensitive data being sent via SMS
	Healthcare professionals have to agree to an acceptable use policy that includes confirming that the service not be used to communicate SMS messages that are sensitive or clinically urgent messages.
 
Full Audit trails are kept of all healthcare professional activity for clinical safety purposes. 
	Reduced
	Low
	Yes

	Abusive messages are sent to patients by a healthcare professional
	AccuRx scans SMSs for abusive content and flags to its Clinical Lead if any are detected.
Full Audit trails are kept of all healthcare professional activity for clinical safety purposes.
 
	Reduced
	Low
	Yes

	The integrity of the computers used (how at risk are they from trojans or viruses)
	Use of devices that comply with NHS standards of encryption.
	Reduced
	Low
	Yes


 
Patient Triage- Measures to reduce risk
 
	Risk
	Options to reduce or eliminate risk
	Effect on risk
	Residual risk
	Measure approved

	A patient sends a message to GP practice via clinical or admin request pathways and describes red flag symptoms / something that warrants more urgent medical attention. This might not be reviewed by the administrators or clinical team for many days (e.g. over the weekend/ out of hours)
	Informing the patient at multiple points before submitting their request that 1. their message will not be read out of hours, 2. that their request may not be read for up to 2 working days within normal working hours, 3. that they should seek more urgent medical help if they need a more urgent response, whether from their practice, NHS 111, or 999. Also 4. Screening for 'Red flag' symptoms, and preventing patients submitting a request if they state that they have any of these; 5. prompting patients upon submission of their request to seek more urgent medical attention if their condition deteriorates.
	Reduced
	Low
	Yes

	Any patient can contact any GP practice and submit an admin/ medical request, even if they are not a patient at that practice
 
	Patients’ queries are flagged to practice staff as 'unmatched' for patients whose submitted information does not match to a patient registered at that practice. The practice is then prompted to confirm the identity of the patient and will have access to the patient’s contact details to let the patient know if they are not registered with that practice.
	Reduced
	Low
	Yes

	Malicious use of Patient Triage - a malicious actor could submit a large volume of inbound requests and overwhelm a practice's email inbox / accurx inbox
	Restricting the number of times someone is allowed to submit the form from a particular location.
	Eliminated
	Low
	Yes

	Malicious use of Patient Triage - a malicious actor could attempt to contact the GP practice pretending to be another individual
	Patients are prompted to submit a phone number upn submission of their request. A 6 digit code is sent via SMS to this phone number, and the patient is prompted to enter this code into the website. If patient requests do not pass this two factor authentication, their request is flagged up to the practice as 'unmatched'. The practice is then prompted to confirm the identity of the patient and will have access to the patient's contact details to let the patient know if they are not registered with that practice. It is possible that some people will have access to the mobile of the person they are trying to imitate and will therefore be able to pass the 2 factor authentication. This is deemed an acceptable level of risk.
	Reduced
	Low
	Yes

	A GP practice could be overwhelmed with more patient-initiated requests than they are able to cope with
	Patients are prompted to call practice if they have not heard from practice after 3 days. Offering analytics of demand will help practices match demand to capacity.
	Reduced
	Low
	Yes

	For patient-initiated messages that are not matched to a patient via PDS, intercepting staff at the practice could not realise that the patient has not been 'authenticated', i.e. that there is no good reason to believe the patient is who they say they are.
	1. Patients are clearly displayed as 'unmatched' if they are, and 2. GP staff are then prompted to authenticate the patients' identity if needed. Staff are prompted to have a mitigating course of action for these patients.
	Reduced
	Low
	Yes

	Email doesn’t send for whatever reason and patient is waiting for medical help without knowing that their request has not been received
	Stringent internal testing to ensure 100% reliability before product is live.
	Reduced
	Low
	Yes

	Following submission of an online consultation, the patient’s condition deteriorates and doctor can’t get hold of them over phone/video call
	Patient is reminded at multiple times throughout the request process 1. how quickly the practice is likely to respond, 2. that this is not a suitable product for urgent medical requests, and 3. that they should escalate their request to 111 or 999 if they need more emergent care, or if they deteriorate.
	Reduced
	Low
	Yes

	Reception encourages someone that calls to use online service. They struggle to use it and abandon, and are too frustrated/scared/worried to call again to get the help they need
	Practice staff to be encouraged via user guide to only direct patients to complete online requests if they are able to, to call back if they cannot, and for practice staff to fill in online consultation themselves on behalf of the patient where appropriate.
	Reduced
	Low
	Yes

	Patient enters medical request under clinical request, or vice versa
	All requests will be vetted by staff at the practice, and the staff can escalate these as urgent if needed.
	Reduced
	Low
	Yes

	Patient is unclear when to call 999 /111
	Information to be provided directing patient to NHS website explaining when to call 111/ 999.
	Reduced
	Low
	Yes

	During beta version - user may reply to emails coming into practice email inbox thinking their reply will be sent to the patient. The patient does not receive important clinical information, and the practice does not realise this.
	Emails coming into the practice inbox (for the beta version) have a reminder message at the top not to reply to them. Emails sent to the sending (accurx.nhs.net) email account will also get an automatic reply, advising that the patient will not receive their sent email.
	Reduced
	Low
	Yes

	Patient enters medical request under clinical request, or vice versa
	All requests will be vetted by staff at the practice, and the staff can escalate these as urgent if needed
	Reduced
	Low
	Yes

	A new patient triage request is not seen in the accuRx Inbox
	- Users are notified on new patient triage requests via a notification banner and red dot containing the number of unread messages
- When a user is viewing the inbox, there are additional red dots with numbers inside to indicate unread messages in each folder
- Patient Triage requests are visible to all users to ensure messages are not stuck in someone's inbox if they are out of practice on the day
	Reduced
	Low
	Yes

	A patient triage request is not acted on within a reasonable timeframe
	- Although assignment helps show the practice who is responsible for acting on a patient triage request, all patient triage requests are visible to non-asignees. This was an intentional design decision to ensure that the practice has an overview of all patient triage requests and can monitor any that have not been acted on in a timely manner
- The webpage where the patient enters their symptoms has a section where the patient is informed not to use the form for medical emergencies and requests may not be seen for 2 working days. Patients need to click to confirm they do not have symptoms constituting a medical emergency.
- There is an urgent flag that a user can apply to a patient triage request. This turns the patient triage request selection red, adds a red flag icon and indicates to other users that the request is of higher urgency.
	Reduced
	Low
	Yes

	Patient or someone acting on behalf of patient attached intimate photos to Patient Triage request
	Patients are prompted not to attach any intimate images and have to actively consent that they have not done so before submission.
	Reduced
	Low
	Yes

	A patient is unable to attach an image to their Patient Triage request
	- A patient can discuss the issue by calling the practice
- A patient can contact accuRx support, for technical assistance
- Practice staff can respond to the Patient Triage request, asking for a photo and sending an SMS to enable this pro
	Reduced
	Low
	Yes

	The image quality is not good enough for Clinician to identify issue
	- A user can see the patient face to face
- A user can contact the patient to retake the photo with advice
- A user can send an image in via email (not available at all practices)
- Helper text is displayed to the patient to guide them to take a better photo, advising them to (1) use adequate lighting, (2) make sure image is in focus and (3) uses an object for scale
	Reduced
	Low
	Yes

	A malicious user asks patients to send photos via SMS then deletes these from their record
	- Although a user can delete an image from the patient's EMIS record, they are unable to delete it from the accuRx server. This allows an Audit trail of images
	Reduced
	Low
	Yes

	1. Stored photos/ documents are accessed by an inappropriate / malevolent user or external hacker
2. Stored photos/ documents are accessed by an inappropriate / malevolent accuRx employee
3. Stored photos/ documents are accessed by an appropriate user, but used inappropriately
	(1), (2) We follow recommended best practice for storing documents and photos, they are encrypted at rest, and no one has direct access to the files; rather - they are only accessible on an individual basis by authenticated practice users through secure channels. (3) Photos can be 'soft' deleted so that users cannot access them going forward. We have logs of photos accessed for >= the past 12 months, and these can be used to inform an Audit trail if needed. We encourage submissions to be saved to the patient's record, and provide best practice guidance to users around processing photos.
	Reduced
	Low
	Yes

	Patients make errors in their medication requests on Patient Triage
	Staff are trained to check medication requests from patients and should be alert to possible errors. Practices are able to customise repeat prescription requests to direct patients to more secure prescription services already offered by the practice, such as Patient Access. 
	Reduced
	Low
	Yes



Fair Processing Notice
Personal data is shared with information governance-compliant organisations to search and identify individuals entitled to health care in the community, recommended by NHSE, but not provided by practices. 






















Privacy Notice – Lung Cancer Screening

University Hospitals Coventry and Warwickshire NHS Trust (UHCW) have been selected to lead and support Lung Cancer Screening (LCS) Formally Targeted Lung Health Checks (TLHC) programme roll out over Coventry & Warwickshire in preparation for a national lung cancer screening programme due 2028/29. UHCW will be working in partnership with George Eliot Hospital NHS Trust (GEH) & South Warwickshire University NHS Foundation Trust (SWFT) to offer the TLHC programme across the area. The aim of the programme is to identify lung cancers at an earlier stage through Low Dose CT (LDCT) scans. Before the service again roll out in 2021, UHCW diagnosed 20% of lung cancers in the early stages 1 & 2, post implementation of the programme this has increased to 78% which has provided patients with better successful outcomes.   

The UK National Screening Committee (NSC) advises that Lung Cancer Screening is recommended for people aged 55 to 74 who have been identified as being at high risk of lung cancer. Evidence shows that screening with low dose computed tomography (LDCT):
· Reduces lung cancer mortality.
· It is acceptable to patients and professionals if adequately resourced and quality assured.

The UK NSC recommended that the four nations move towards implementation of Lung Cancer Screening with integrated smoking cessation service provision. The LCS programme provides a feasible and effective starting point for implementation in England – details can be found here.
Patients may show concern on the effectiveness of lung cancer screening which can be answered through evidence from nine Randomised Controlled Trials (RCT) with long term follow up.  Two large fair to good quality RCTs suggest screening people at high risk of lung cancer with LDCT can reduce lung cancer mortality and may reduce all-cause mortality. These results have been confirmed in meta-analyses. The RCTs have also shown that screening have identified people at an earlier stage of lung cancer when treatment is more effective, compared to people who have had no screening and were diagnosed with lung cancer. The Nelson Trial can be found here.
Please read this Privacy Notice carefully as it sets out the basis on which any personal data we process will be handled. This Notice sets out the types of personal data that we collect about you and will explain how and why your personal data is used. We will also explain how long your data will be kept and when, why and with whom your data may be shared.
This Notice sets out the legal basis we have for processing your personal data and explains the effects of refusing to provide the personal data requested. We will also explain the various rights and choices that you have when it comes to your personal data and how you can contact us.
What personal data do we collect about you and where from?
Information from your lung health check appointment, possible CT scan and your GP Practice will be kept on a register of people who meet the eligibility criteria to provide this service and monitor your needs, and the quality of care provided. The register holds your full name, NHS number, gender, date of birth, ethnic group, phone numbers, correspondence addresses, smoking status and details of your GP Practice, as well as details of your medical record related to your lung health.
Who do we share your personal data with?
[bookmark: _Hlk204862973]The Lung Health Check Service will keep information about you and your lung care to ensure we deliver a safe and quality service. The register IT software is developed & maintained by Nelson+ B.V. This company is a NHS Business Partner contracted by the NHS to provide a Patient Administration System (PAD) (IT software). UHCW staff will run the service conducting the screening. 

If you are eligible for a CT scan, we will securely upload your images and appointment information to the UHCW Radiology department for analysis by a qualified Radiologist provided by HLH Imaging group and Aidence B.V (AI CT scan reporting). These companies are NHS Business Partner contracted by the NHS.
If required, some patients will then have their scans further reviewed by the trust Screening Review Meetings (SRM) which will be held weekly by the Trust Radiologist and Respiratory Consultant (UHCW GEH or SWFT) to help identify those who need further support.  You will receive your results directly via a letter or phone call and GP will be notified of the results.

Gov.UK Notify 
Gov.UK Notify provides a text messaging service which is used by UHCW to send text messages to patients in relation to their appointments and patient satisfaction surveys. To support this, your mobile telephone number and time/venue of your appointments is shared with Gov.UK Notify.  This data is used only for this purpose and is retained for a short period to allow for monitoring of service performance.

We will share anonymous aggregate data with NHSE for purposes of planning, resourcing and evaluation. For example – how many scans or Lung Health checks we provide, how many lung cancers are detected.

Dispatch of Invitation and Result Letters
To send appointment and result letters, UHCW use internal postage & printing systems via Royal Mail business class.

How long do we keep your personal data for?
Nelson Plus will keep your information secure for the length of the contract in place with UHCW to supply the PAS system. After this time, your data and images will be securely transferred to the new provider under instruction from UHCW and then delete all personal data in a secure manner.
Who has access to your personal data?
The security arrangements that protect your privacy ensure that your data is only accessed by staff involved in the delivery of the Lung Cancer Screening Service, and healthcare professionals involved in your care working for the UHCW trust or the NHS and only for the purposes of direct care.
How will we communicate with you?
We will communicate with you via letter and text (SMS) message regarding your Lung Health Check. If you wish to talk to us about your communication preferences, please call the Bookings Office.
What legal basis do we have for using your information?
UHCW have been commissioned by the NHSE to deliver this service in support of your direct patient care. Patients are referred to the service via your GP Practice. If you are eligible for a CT scan the images will be reported by HLH & Aidence and sent to UHCW for further action; those who require further clinical review will be sent to their hospital which could be UHCW, GEH or SWFT and they will provide results back to your GP Practice and yourself. If you do not qualify for a CT scan, you will be told at the end of the assessment and your GP Practice will be notified.
How do we protect your information?
We aim to ensure all personal data is held and processed in a secure way and we only let healthcare professionals who have a legitimate interest in your care access to your data. Examples of our security include:
· Encryption – meaning that the information is hidden so that it cannot be read without special knowledge (such as a password)
· Controlling access to systems and networks, this allows us to stop people who are not allowed to see your data from accessing it.
· Controlling access for different user roles, so only certain data required for a specific role is accessible.
· Training our staff to ensure they know how to handle data, including responsibly and securely and when to report if something goes wrong.
· Regular testing of our technology includes keeping up to date on the latest security updates.

No personal data will be transferred outside the UK.
Can you access the information we hold?
Of course, please email the Data Protection Officer (details below) to request a Subject Access Request Form.

Where can I get further information?
If you have any queries or concerns about how we handle your personal data, please contact:

Harjit Matharu-Parker (Associate Director of IG & DPO)
University Hospital Coventry & Warwickshire (UHCW)
Clifford Bridge Rd,
Coventry
CV2 2DX
Email: Harjit.Matharu-Parker@uhcw.nhs.uk
Telephone: 024 7696 4000

For independent advice about data protection, privacy and data sharing issues, the Information Commissioners Officer (ICO) are always happy to help: 

Information Commissioner’s Office 
Wycliffe House, 
Water Lane 
Wilmslow, 
Cheshire, 
SK9 5AF 
Website: www.ico.org.uk 
Telephone: 0303 123 1113 (local rate) or 01625 545 745 (national rate)



























GP CONNECT NATIONAL DATA SHARING AGREEMENT SEPTEMBER 2023
Overview- GP Connect helps clinicians gain access to GP patient records during interactions away from a patient’s registered practice and makes their medical information available to appropriate health and social care professionals when and where they need it, to support the patient’s direct care. From a privacy, confidentiality and data protection perspective, GP Connect provides a method of secure information transfer and reduces the need to use less secure or less efficient methods of transferring information, such as email or telephone.  
· GP Connect can only be used for direct care purposes
· Individuals can opt out of their GP patient record being shared via GP Connect by contacting their GP practice
· Access to GP Connect is governed by role-based access control (RBAC) and organisational controls; only people who need to see the GP patient record for a patient’s direct care should be able to see it
· All organisations using GP Connect must comply with the National Data Sharing Arrangement (NDSA) and end-user agreement that sets out their responsibilities and obligations
· All individuals who have access to the GP patient record using GP Connect must agree to terms and conditions of use
· All systems that allow the use of GP Connect must undergo a robust compliance process and the organisations involved must sign a connection agreement holding them to high standards of information security
GP Connect is for direct care use only- GP Connect products can help health and social care professionals share, view or act on information that could be required for a patient’s direct care, but they would otherwise have difficulty accessing easily (for example if they are using different IT systems). Organisations can have access to relevant information in GP patient records to provide direct care to patients only.
Details regarding how GP Connect can be used in various care settings can be found at NHS England’s GP Connect in your organisation pages.
All access to your GP patient record is stored within an audit trail at your GP practice and within the organisation that information has been shared with.
Legal basis for sharing using GP Connect- The purpose of the processing of the shared personal data is the delivery of direct care, supported by:
· Article 6(1) (e) of the UK GDPR (“processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller”)
and
· Article 9(2)(h) of the UK GDPR (“processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services”)

Confidentiality- Confidentiality and trust are essential to the relationship between GPs and their patients.
The information a patient provides to their GP is confidential, and they can expect that any information that is shared for their direct care will remain confidential.
GP Connect relies on 'implied consent'.
Explicit consent is not required when information is shared for a direct care purpose. If a patient does not want their information to be shared using GP Connect, they can opt out.
The NDSA and its terms and conditions stipulate that any information received or accessed about a patient for direct care purposes must remain confidential.
In addition to the NDSA, health and social care professionals are also subject to their own professional codes of confidentiality and are aware that any information received via GP Connect is provided in confidence, which must be respected.
Organisations using GP Connect are notified of their duty as 'controllers' to be fair and transparent about their processing of their patients’ information and to ensure that their transparency notices are fully updated with how they may be using GP Connect functionality.
NHS England helps support the mitigation of information sharing risks by ensuring that:
· NHS England audit data access is subject to two-factor authentication and role-based access controls - only certain assured users can have access to the full audit logs
· a completed Supplier Conformance Assessment List (SCAL) which covers service and capability specific compliance requirements and controls of the consumer system is in place
It is the responsibility of organisations using GP Connect to ensure that they comply with the NDSA, and their statutory and legal obligations regarding data protection and confidentiality.
Data rights- Under the legal basis used for GP Connect, patients have the following rights:
The right to be informed - patients have the right to be informed of how their data is being processed. This should be reflected in the patient’s GP practice privacy notice.
The right to object - patients have the right to object to their data being used in this way. If patients do not wish for their data to be shared, they should contact their GP practice.
The right of access - in addition to the right for copies of their information, patients also have other rights, including the rights: 
· to be advised of the reasons why their data is being shared in this way
· to know what data is being shared
· to know who it has been shared with
The right to rectification - if patients find that the data that has been shared is factually incorrect, they have the right to request that this is corrected.
The right to restrict processing - Patients have the right to request processing is stopped, whilst either an objection is processed, or they are awaiting rectification of data.
More information regarding data rights available from an organisation that has shared or viewed a patient’s data can be found within that organisation’s privacy notice.
Opting out of GP Connect -If patients do not wish their information to be shared using GP Connect, they can opt out by contacting their GP practice.
National Data Opt-out- The National Data Opt-out is a service that allows patients to opt out of their confidential patient information being used for research and planning. The National Data Opt-out only applies to any disclosure of data for purposes beyond direct care, so having National Data Opt-out will not prevent your GP patient record being shared via GP Connect.
For further information please click on link- https://digital.nhs.uk/services/gp-connect/gp-connect-in-your-organisation/transparency-notice





















OpenSAFELY
NHS England has been directed by the government to establish and operate the OpenSAFELY COVID-19 Service and the OpenSAFELY Data Analytics Service. These services provide a secure environment that supports research, clinical audit, service evaluation and health surveillance for COVID-19 and other purposes.
Each GP practice remains the controller of its own GP patient data but is required to let approved users run queries on pseudonymised patient data. This means identifiers are removed and replaced with a pseudonym.
Only approved users are allowed to run these queries, and they will not be able to access information that directly or indirectly identifies individuals.
Patients who do not wish for their data to be used as part of this process can register type 1 opt out with their GP.
Find additional information about OpenSAFELY.













Primary Care IT (PCIT)
Extract from Security Whitepaper – 
The OneAnalytics Portal supports NHS organisations in meeting their data protection obligations while ensuring that sensitive information is processed securely. 
Data Types: • Pseudonymised patient data – accessible only to Practice-type organisations. • Aggregated data – available to PCNs, ICBs, Places, and Practices. 
Roles and Responsibilities: • Practices remain Data Controllers. • Primary Care IT acts as the Data Processor. • Zoho Analytics acts as a Subprocessor (under appropriate security agreements). Lawful Basis: • Article 6(1)(e) UK GDPR – Public Task. • Pseudonymisation reduces risk and supports appropriate use. 
Personal data used by OneAnalytics 
The following personal data is used by OneAnalytics 
· NHS Number 
· Age 
· Gender 
The NHS number on its own is not Confidential Patient Information – it is an administrative number assigned by the NHS. However, for someone with access to other NHS data it can act as the key to identifying an individual. OneAnalytics does not use the other data points required to make the NHS number Confidential Patient Information.
The OneAnalytics Portal is operated under a robust compliance framework. 
Certifications and Standards: • ISO 27001 – Information Security Management System. • Cyber Essentials Plus. • Data Security and Protection Toolkit (DSPT). • DCB0129 – Clinical Risk Management. 
Policies and Governance: • Information Security Policy available through the Primary Care IT Trust Center.
• DCB0129 Hazard Log maintained. Regular internal and external audits are conducted to maintain assurance.
Please click on the link below for PCIT Trust Center for compliance certificates: https://www.primarycareit.co.uk/primary-care-it-trust-center/
 


Word360 for Primary Care Interpreting and Translation Service

	Information Asset/Project Name
	Primary Care Interpreting and Translation Service

	Directorate/Department
	Primary Care

	Organisation
	Coventry & Warwickshire ICB

	Is this a change to an existing process?
	Yes

	Assessment Completed By
	Name: Georgina Cady
Title: Primary Care Contracts and Assurance Manager
Dept: Primary Care
Landline: N/A
Mobile: N/A
Email: Georgina.Cady@nhs.net


	Date completed
	

	Information Asset Owner(s)
The senior person(s) responsible for the system – Director or AD level
	Name: Tim Sacks
Title: Director of Primary Care
Dept: Primary Care
Landline: N/A
Mobile: N/A
Email: Tim.Sacks@nhs.net


	Information Asset Administrator(s)
Usually a manager or super user of the system. Reports to and supports the IAO
	Name:
Title:
Dept:
Landline:
Mobile:
Email:


	Project/Change Outline - What is it that is being planned? If you have already produced this as part of the project's Project Initiation Document or Business Case etc. you may make reference to this, however a brief description of the project/process being assessed is still required.

	 
The project is to commission Word360 to provide language services for patients with language needs. 
The objectives of the procurement was to commission an Interpretation, Translation and Transcription Service to support primary care services (GP practices, pharmacies, optometrists and dental practices in CWICB area).  A framework procurement was undertaken and the contract award to Word 360 who will replace the current service provider, DA Languages.




	Purpose / Objectives - Why is it being undertaken?  This could be the objective of the process or the purpose of the system being implemented as part of the project.

	
The purpose of the project is to provide language services through face to face, telephone, video and document translation.
NHS Coventry and Warwickshire Integrated Care Board (CWICB) has procured a comprehensive language and interpreting and translation services to support effective communication between primary care services and patients, their families and other stakeholders who have limited English proficiency or require communication support.  This includes face-to-face, virtual (telephone and video) interpreting, British Sign Language (BSL) interpreting, written translation, and other formats as needed.  
Contract Deliverables:
Ensuring an interpreter/translator of the appropriate agreed standard (qualifications, experience and vetting) is provided for each individual assignment.

Ensuring that all interpreters/translators can verify their identity and credentials to the relevant Approved Organisation for every assignment.

Ensuring adherence to a Code of Conduct for interpreters/translators and any other rules or guidelines set by central Government.

Robust procedures to deal with poor quality interpretation/translation and inappropriate behaviour.

Continuous training and development of interpreters/translators including in specialist areas of the NHS and wider public sector.

Improved value for money services through more efficient planning and use of resources, driving reduction in face to face and increase in telephone and video translation.


A proactive approach to the use of technology and the development of innovative ways of working to improve the quality and efficiency of Language Services.

Ensuring compliance with the requirements of any present or future UK measures on interpretation and translation. 

Coverage across all Coventry and Warwickshire primary care facilities – including GP Practices, Pharmacy, Optometry and Dental Practices.



	What is the purpose of collecting the information within the system?  For example patient treatment, patient administration, research, audit, reporting, staff administration etc.

	
The purpose of collecting information within the Wordskii system provided by Word360 includes :

· Assisting patients and staff for treatment of the patient.
· Managing the interpreter appointments for the patient.

Practices can submit interpreter requests by phone, email or through the secure online booking platform, Wordskii.  Wordskii provides a single service solution, offering a one-stop-shop where all services are requested, and managed.  The Wordskii booking form is tailored to each service (e.g. Pharmacy/GP), capturing salient information.  An algorithm accurately prioritises, and talent matches interpreter/translator requests with a suitable professional linguist based on language dialect/cultural background /gender preference/location/technical skill /specialised needs, e.g. Children/mental health bookings.



	What are the potential privacy impacts of this proposal - how will this change impact upon the data subject? Provide a brief summary of what you feel these could be, it could be that specific information is being held that hasn't previously or that the level of information about an individual is increasing.

	
The Word 360 booking portal requires PID to be shared prior to the appointment.  There are new data flows / risks.  
Patient Identifiable Information is required for two reasons :
1. To identify the patient an interpreter is interpreting for in a busy clinic.
2. To ensure an interpreter is not interpreting for a patient they know personally (for patient confidentiality). This is a critical factor in small communities.

PID is required for Word 360 internal processing and is a critical part of their processes used across the whole NHS.  If practices choose to use EMIS number only to ID the patient there is a risk attached to this.

The data is used to manage interpreter bookings, including scheduling, confirmation, and delivery of interpretation services.  Patient names are shared with interpreters to avoid conflicts of interest (e.g. interpreting for family/friends) and to ensure preferred interpreters are allocated to a booking. 
e.g. for deaf patients. 
Data is collected through the Wordskii web portal, developed by Word360. Practice staff log in to the platform and input required booking and patient information. Whilst this is an additional portal for practices to access, this is for patient safety and communication to assist the appointment outcome and improve patient experience. Interpreter data is already present in the system, maintained by Word360.


Word 360s DPO has oversight of Personal Identifiable Information (PII) management (inc. use/storage/retention/disposal) in line with policies/schedules.  Personal Identifiable Information (e.g. patient names) is managed according to Data Protection/Retention policies. 

Maintaining confidentiality/mitigating risk:

· Role/seniority-based access- 'need to know'/'least privilege' principles
· Telephone/video interpreting- PII minimised and only booking reference is used where clinically required
· Options to use non-sensitive data for referencing. E.g. unique booking/NHS reference
· Digital timesheet sign-off
· Translators complete all projects in line with Institute of Translation and Interpreting guidelines
· Regular audits/monitoring of systems/processes, confidentiality policy compliance
· Records maintained within linguist Wordskii profile; all data stored/monitored/flagged where appropriate
· Device and remote-working policies enforce VPN use and laptop monitoring

Wordskii platform process data of two type of data subjects.
· Patients / Service Users
· Staff 

Patient Data
Patient’s data is processed to manage the appointments, deliver the service over telephone and video. Telephone calls are recorded for quality and clinical risk purpose only.
Documents and its content are processed for document translation requests. 

Staff Data
· Staff data is included as a part of the appointments.
· Staff will receive the notifications regarding bookings. 
· Staff might be contacted by the operation team from Word360 regarding bookings.


	Provide details of any previous Privacy / Data Protection Impact Assessment or other form of personal data compliance assessment done on this initiative.   If this is a change to an existing system, a DPIA may have been undertaken during the project implementation 

	
Word360’s DPIA included along with this document.





 
In order to understand the potential privacy risks, it is important to know the types of data that is held and/or shared.
Patient

	Personal 
	Please Tick All that Apply
	Sensitive
	Please Tick All that Apply

	Name 
	|X|
	Racial / ethnic origin 
	|X|

	Address (home or business) 
	|X|
	Political opinions 
	|_|

	Postcode 
	[bookmark: Check1]|X|
	Religious beliefs 
	|X|

	NHS No 
	|X|
	Trade union membership 
	|_|

	Email address 
	|X|
	Physical or mental health 
	|X|

	Date of birth 
	|X|
	Sexual life 
	|X|

	Payroll number 
	|_|
	Criminal offences 
	|_|

	Driving Licence [shows date of birth and first part of surname] 
	|_|
	Biometrics; DNA profile, fingerprints 
	|_|

	
	
	Bank, financial or credit card details 
	|_|

	
	
	Mother’s maiden name 
	|_|

	
	
	National Insurance number 
	|_|

	
	
	Tax, benefit or pension Records
	|_|

	
	
	Health, adoption, employment, school, Social Services, housing records
	|X|

	
	
	Child Protection
	|X|

	
	
	Safeguarding Adults
	|X|

	Additional data types (if relevant)
	Word360 does not collect all the information every time an appointment is processed. Information like Email address is only required if it is a video booking and Address is only required if it is a home visit.
Any sensitive information may vary per booking and will be in relation to assigning an appropriately experienced interpreter.

	
	

	
	

	
	



Note: Sensitive information may be disclosed during the translation process.  To ensure security and confidentiality all linguists that work with Word360 are bound by strict non-disclosure requirements and code of conduct and are required to sign a non-disclosure agreement prior to receiving work in with ITI/NRPSI guidelines.  This makes clear that data security compliance and confidentiality extends beyond the appointment (e.g. information should only be disclosed where required by law).
All internal staff and freelance linguists must complete induction/annual refresher security and confidentiality training, including our policies and procedures and those of our customers relating to Confidentiality, PII, GDPR and Security e.g.:
· Maintaining confidentiality in the performance of their professional duties (unless legally bound to do so to prevent harm)
· Destroying assignment notes/related documents immediately post-assignment 
· Only entering and leaving a service-user’s home accompanied by a representative
· Ensuring a patient’s home address remains confidential, e.g. not being dropped off or picked up from the address by a third party
Additionally, Word360 hold Confidentiality, Data Protection and Information Governance agreements with all staff and linguists, which are signed and uploaded to each individual’s electronic personnel record.  
 Practice Staff

	Personal 
	Please Tick All that Apply
	Sensitive
	Please Tick All that Apply

	Name 
	|X|
	Racial / ethnic origin 
	|_|

	Address (home or business) 
	|X|
	Political opinions 
	|_|

	Postcode 
	|X|
	Religious beliefs 
	|_|

	NHS No 
	|_|
	Trade union membership 
	|_|

	Email address 
	|X|
	Physical or mental health 
	|_|



Interpreter

	Personal 
	Please Tick All that Apply
	Sensitive
	Please Tick All that Apply

	Name 
	|X|
	Racial / ethnic origin 
	|X|

	Address (home or business) 
	|_|
	Political opinions 
	|_|

	Postcode 
	|_|
	Religious beliefs 
	|X|

	NHS No 
	|_|
	Trade union membership 
	|_|

	Email address 
	|X|
	Physical or mental health 
	|_|



Word360 Staff

	Personal 
	Please Tick All that Apply
	Sensitive
	Please Tick All that Apply

	Name 
	|X|
	Racial / ethnic origin 
	|_|

	Address (home or business) 
	|_|
	Political opinions 
	|_|

	Postcode 
	|_|
	Religious beliefs 
	|_|

	NHS No 
	|_|
	Trade union membership 
	|_|

	Email address 
	|X|
	Physical or mental health 
	|_|



Please answer the questions below as fully as possible. If you are unsure of how to answer the question, please contact the relevant IG Team. If there is supporting information that relates to any of the questions, which you feel would be informative, indicate within the comments section and send this along with the completed assessment.
	Assessment Questions
	Yes/No
	Comments
	Risk Score
	Outcome

	1. Is it likely that the project will involve processes that are subject to DH guidance/legislation/Caldicott principles/Medical Record Standards? (if you are unsure, please look at the list below, as examples of what process types would be included).
	Yes
	
	
	

	If you have answered ‘Yes’ to the above, please indicate (with an X) if the following activities are included within the project:
Recording of Demographic data
Sharing of Patient information
Diagnostic activity results
Reporting of patient activity

Transfer of Patient Identifiable Data to other systems, Patient, GP or other Third parties.

Other (Please State)

	



|X|
|X|
|X|
|X|

|X|
|_|
	

	
	

	
	
	
	
	
	

	Category
	
	Yes/No
	Comments
	Risk Score
	Outcome

	Technology
	2. Does the project involve new or inherently privacy-invasive technologies e.g. biometrics or facial recognition?
	No
	
	
	

	In order to answer this question, considerations include: 
- whether all of the information technologies that are to be applied in the project are already well-understood by the public; 
- whether their privacy impacts are all well-understood by the organisation, and by the public; 
- whether there are established measures that avoid negative privacy impacts, or at least reduce them to the satisfaction of those whose privacy is affected; and
 - whether all of those measures are being applied in the design of the project.

	Justification
	3. Is the justification for the new data-handling unclear or unpublished? 
	 No
	
	
	

	Individuals are generally much more accepting of measures, even measures that are somewhat privacy-intrusive, if they can see that the loss of privacy is balanced by some other benefits to themselves or society as a whole. On the other hand, vague assertions that the measures are needed 'for security reasons', or 'to prevent fraud', are much less likely to calm public disquiet.

	Identity
	4. Will the project require anyone to contact individuals in ways that they may find intrusive?
	No
	· 
	
	

	
	5. Does the project involve an additional use of an existing identifier?
	Yes
	NHS Number and Patient Names will be used within the appointments to identify the bookings for the patient and clinician
	
	

	
	6. Does the project involve use of a new identifier for multiple purposes?
	Yes
	Appointments will have a unique Booking Reference number from Word360.
	
	

	
	7. Does the project involve new or substantially changed identity authentication requirements that may be intrusive or onerous? 
	No
	
	
	

	
	8. Will the project result in anyone making decisions or taking action against individuals in ways which could have a significant impact on them?
	No
	

	
	

	The public understands that an identifier enables an organisation to collate data about an individual, and that identifiers that are used for multiple purposes enable data consolidation. They are also aware of the increasingly onerous registration processes and document production requirements imposed by organisations in recent years. From the perspective of the project manager, these are warning signs of potential privacy risks.

	Data
	9. Will the project involve the collection of new information about individuals?
	No
	

	
	

	
	10. Will the project compel individuals to provide information about themselves?
	No
	
	
	

	
	11. Will the project result in the handling of a significant amount of new data about each person, or are there plans to use the information for a purpose it is not currently used for, or in a way it is not currently used?
	Yes

	The new service is booked and provided via an online web portal that also allows video consultations and document transfer for translation services
	
	

	
	12. Will the project result in the handling of new data about a significant number of people, or a significant change in the population coverage?
	
No
	Interpreter electronic booking services have been used across the system for some time. 
Previous system required a face to face booking process through a portal for a specific language however, did not require patient name and NHS number for identify purposes. This additional requirement from Word360 provides additional patient safety to confirm the linguist is in the correct appointment with the correct patient. 
	
	

	
	13. Does the project involve new linkage of personal data with data in other collections, or significant change in data linkages?
	 No
	
	
	

	
	14. What considerations have been made regarding the adequacy, relevance and necessity for the collection of each field of personal confidential data for the new system/process?


15. Please describe what has been done and the outcome.
	
	Word360 has data minimisation as one of the key principles of the Data Protection strategy. 
Data is only collated to ensure an appropriately qualified interpreter or translator is assigned for an appointment. E.g. to ensure the interpreter is independent and not known to the patient.
Word360 has performed an internal DPIA of their services including risk assessments to make sure the adequacy, relevance and necessity of the data collected.
All changes to Word360’s Wordskii platform that involves change in data process are required to perform a project level DPIA as per Word360’s ISO 27001 standards.

	
	

	

	Data Handling
	16. Does the project involve complex data controller in common arrangements that may prove difficult to administer?
	No
	
Word360 is the Data Controller of the Interpreter data that is associated with the booking everywhere else Word360 is the Data Processor.
	
	

	
	17. Does the project involve new or changed data collection policies or practices that may be unclear or intrusive?
	No
	
	
	

	
	18. Does the project involve new or changed data quality assurance processes and standards that may be unclear or unsatisfactory?
	No
	
	
	

	
	19. Does the project involve new or changed data security arrangements that may be unclear or unsatisfactory?
	No
	
	
	

	
	20. Does the project involve new or changed data access or disclosure arrangements that may be unclear or permissive?
	No
	
	
	

	
	21. Does the project involve new or changed data retention arrangements that may be unclear or extensive?
	No
	Word360’s default retention policy is the Current Year + 6 Previous years.
	
	

	
	22. Does the project involve changing the medium of disclosure for publicly available information in such a way that the data becomes more readily accessible than before?
	No
	
	
	

	
	23. Will information about individuals be disclosed to organisations or people who have not previously had routine access to the information?
	Yes
	
Individual names will be disclosed to interpreters to prevent conflict of interest ahead of appointments. 
	
	

	
	24. Are other organisations involved in the processing of the data?
	Yes
	Amazon Web Services
Twilio
MongoDB
Microsoft
Smartcat
Zoho Desk
	
	



	Organisation name and Data Protection Register number.
	Are they a Data Controller (DC) or Data Processor (DP)?
	Compliance with the Data Security & Protection Toolkit (previously Information Governance Toolkit)

	25. 
	
	Completed
Y/N
	Standards Met
	As at:
(Date)

	Word360 Ltd
	Data Processor – Patient Data and  Staff data.
Data Controller of Interpreter and Booking Data.
	Y
	Standards Exceeded
	16 June 2025

	CWICB Practices Pharmacy, Optometry and Dental Practices.

	Controller 
	
	
	

	Exemptions
	26. Will the project give rise to new or changed data-handling that is in any way exempt from legislative privacy protections?
	 No
	




	Questions for the procurement / development of a data collection system.

	1. Has a data flow mapping exercise been undertaken?
If yes, please provide a copy
If no, please ensure one is included within the overall project plan
	
Data flow diagrams from Word360 in respect of activity are attached.
Not shown is a further flow from Word360, whereby anonymised aggregated data flows to the ICB for the purposes of invoice payments.


	2. Does the system involve new or changed USER access controls and/or authentication requirements?
	
Practices will need to create a Wordski account.



The Wordskii platform has role based user access controls  and multi factor authentication.


	3. Does the system allow different levels of access for different job roles?
	Yes

	4. Are there any new or additional reporting requirements for this project?
If yes, please provide full details
If not yet considered please confirm it will be included in the overall project plan.
	No

	5. Does the system affect any current policies in relation to the collection and management of PCD – in so far as it may require changes to policy?
	No

	6. Who provides the data that will populate the system?
	Staff

	7. [bookmark: _Hlk208497958]How will you ensure that the individuals whose information will be processed have been informed of all the processing[footnoteRef:1] and disclosures that will take place? [1:  Processing (as defined in the Data Protection Act 2018) in relation to information, means an operation or set of operations which is performed on information, or on sets of information, such as (a) collection, recording, organisation, structuring or storage, (b) adaption or alteration, (c) retrieval, consultation or use, (d) disclosure by transmission, dissemination or otherwise making available, (e) alignment or combination, or (f) restriction, erasure or destruction.  ] 

	Processing approval will be gained by staff to enable communication support to be delivered. 
Patient Facing materials will be distributed to ensure patients are aware of/feedback on the new service

	8. Will individuals be asked for consent for their information to be accessed, collected and/or shared?
	
Where vital interest is not the reason, consent will be used.

	9. If NO to Q8, provide list the reason(s) for not gaining consent e.g. relying on an existing agreement, consent is implied, the project has Section 251 approval or other legal basis, 
	The legal basis for sharing is GDPR articles 
6(1)e public task and 9(2)h provision of healthcare
DPA 2018
Schedule 1, Part 1, para 2(1)(2)(d) provision of healthcare


	10. If data is to be shared outside of the organisation will individuals be able to opt-out? How will the opt-out be recorded e.g. on the system, manual
	The individual can opt out if they choose not to use an interpreter.

	11. If this project relates to the disclosure of information, how will obligations to share be met?
	Only the necessary data will be shared with Word360.

	12. Who will have access to the identifiable information from the system/process and how?
	Word360 staff will have access to the booking information.
Interpreters will have access to the patient’s name.

	13. Have you considered an audit trail and what information it will capture? Examples include: all changes made to a record, who made the changes, who has viewed the record.
	Word360’s Wordskii system tracks and record all the booking and login related activities within their system.

	14. What procedures are in place or planned for the rectifying of inaccurate data, blocking the use of data by individual request or court order?
	Wordskii system allows modification of booking information which facilitates the rectification. 

	15. Is the new system replacing a system which is currently in use?
If YES, what is the name of the old (legacy) system?
	Yes

DA Link 

Dals Link | Public | List

	16. If yes to Q15, is all the data being migrated to the new system?
If yes, what has been done/will be done to ensure that the data is of good quality, appropriate, adequate and not excessive.
	No data will be migrated from DA Languages to Word360’s system.


	17. If no to Q15, what arrangements have been/will be made to ensure that controlled access is still available to records which have not reached their retention period.
	

	18. What arrangements are in place to manage the legacy system – is it being decommissioned, what is happening to the data it contains, do some staff need to continue to have access to it, how long will it be maintained etc.
	The previous supplier (DA Languages) must retain and store securely any data in relation to a Contract for a minimum of 7 years after the expiry of the agreement. Once this period has ended the Supplier must destroy any data stored in line with the Core Terms. 


	19. What considerations have been made/planned regarding the destruction of any records as part of this project?
	

	20. What is the proposed model for the storage of, and access to, records?
NB some of the options listed may go against our policy(s) and so will be highlighted in the report produced from this questionnaire
	                          
  Hosted on a third party server and accessed via internet/portal.

Details stored in these locations.

Republic of Ireland (Telephone System) :
· Telephone number
· Call logs 
· Call recording (only if it is enabled)
Germany
· Translation documents
· PII is redacted and deleted in line with Word 360 retention policies 




	21. If any information will be stored off-site (off-site means outside the organisation and its computer network) please provide details of information security arrangements
	Please provide details of information security arrangements

Data is hosted within Word360’s AWS Cloud environment. The access to the cloud environment is restricted to a small group of senior staff within Word360.
Both the data centre and Word360 has ISO 27001 certification 
The platform collects basic details including language, patient name and NHS number to connect the organisations with the matching interpreter. 
The platform also collect basic details of the organisation’s staff who need access to the service and provide it through separate user accounts. 
Data minimisation is enforced when providing the service. 
For Patients 
Only the Name and NHS number of the patient is collected for providing the service. 

For Interpreters 
More data is collected than necessary to provide the service however it is required for Word360 for administrative purposes and compliance. 

Practice Staff 
Only the Name, Email, Phone number and Work Address is collected. The contact details are necessary when the operators needs to contact the staff regarding a booking. 



	22. Will information be sent off-site (off-site means outside the organisation and its computer network)?  
	Yes

	23. Please state by which method the information will be transported
	 Website access         

	24. Is any personal information of any kind being transferred to a foreign country?
	Word360 stores data in the UK, Ireland and Germany

	25. If yes to Q24, Specify the data that is to be transferred abroad
	Germany
· Translation documents
· PII is redacted and deleted in line with Word 360 retention policies 



	26. Is the system to be covered by existing Information Security and other policies?
	Yes

	27. Is disaster recovery and contingency planning being put in place to manage the effect of any unforeseen events?
	Yes, Word360 has ISO 22301 – Business Continuity Plan certification.

	28. Are there procedures in place to recover data which may be damaged through
- Human error
- Computer virus
- Network failure
- Theft
- Fire
- Flood
- Other disaster
	Yes

	29. Has the requirement to apply clinical risk management to the deployment of patient based systems been addressed and in what ways? 
	Word360 is undergoing DCB0129 certification.

	30. What assurances will be received to ensure Mandatory Staff Training is in place for the following:
· Data collection:
· Use of the System or Service:
· Collecting Consent:
· Information Governance?
	Word360 has a Learning Management System (LMS) which tracks and monitors mandatory training. Word360 has mandatory training modules for staff on Data Protection and Information security. Word360 staff are required to complete this training during their induction and then annually.



NB – Record retention is important and fundamental to DPA, though not included in DPIA questions; provision for retention and destruction should be made in line with normal care record retention requirements
Once completed, please return to; 
Information Governance Team
NHS Arden and Greater East Midlands Commissioning Support Unit 
Westgate House
Market Street
Warwick
CV34 4DE	
T: 0121 611 0730
AGCSU.informationgovernance@nhs.net If you have any queries, please contact the IG team using the contact details as above.

Does the DPIA meet the following legal requirements?
	
	Assessment of Compliance

	Principle 1 – Lawfulness, fairness and transparency
	Yes

	Principle 2 – Purpose limitation
	Yes

	Principle 3 – Data minimisation 
	Yes

	Principle 4 – Accuracy
	Yes

	Principle 5 – Storage limitation
	Yes

	Principle 6 – Integrity and confidentiality (security)
	Yes

	Principle 7 – Accountability 
	Yes



	
	Assessment of Compliance

	Principle 1 – Justify the purpose(s) of using confidential information
	Yes

	Principle 2 – Only use it when absolutely necessary
	Yes

	Principle 3 – Use the minimum that is required
	Yes

	Principle 4 – Access should be on a strict need-to-know basis
	Yes

	Principle 5 - Everyone must understand his or her responsibilities
	Yes

	Principle 6 – Understand and comply with the law
	Yes

	 Principle 7 - The duty to share information can be as important as the duty to protect patient confidentiality
	Yes

	Principle 8: Inform patients and service users about how their confidential information is used. 
	Yes




Reviewed December 2025
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[bookmark: _Toc133334732]Basic Details



		Project title:

		Procurement for the Provision of Interpretation, Translation and Transcription Services



		Project reference:

		TBC



		Commissioning Lead:

		Georgina Cady



		Senior Responsible Officer (SRO):

		Sarah Johnson 



		Procurement Lead:

		Cathy Pearson







[bookmark: _Toc133334733]Project Background and Document Purpose



This Project Initiation Document (PID) defines the scope, responsibilities and approach planned to implement an Interpretation, Translation and Transcription Service. 



The current interpretation service is split into separate contracts. GP practice provision is received from DA Languages and includes both spoken language and non-spoken language (British Sign Language) coverage. There is also a small contract in place for non-spoken language provision with Coventry and Warwickshire BSL Interpreting, which is used by Coventry GPs only. When PodiatryPharmacy, Optometry and Dental (POD) Services transferred to the ICB in April 2023, along with the existing contract was enacted with DA Languages to enable provision to align with the GP practice contract. This procurement will allow the implementation of a single contract going forward for both spoken and non-spoken language translation services for all GP practices and POD services across Coventry and Warwickshire.



The approximate annual value of the service will be £250,000. 



In order to provide a reference document for the Project and its members, to ensure the project progresses and remains accountable to the responsible personnel, this PID sets out the following:



•	Basic Details

•	Project Background and Document Purpose

•	Project Overview

•	Procurement Approach

•	Project Governance

•	Risks

•	Stakeholders

•	Project Plan

•	Project Control and Reporting.
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[bookmark: _Toc133334735]Project Aim and Objectives



The objectives of this project are to commission an Interpretation, Translation and Transcription Service, through the delivery of a high-quality service.



The aims of the service are: 

· To ensure that all patients and their Carers who are require communication support receive timely, equitable, patient-focused care and do not come to avoidable harm.



The objectives of the service are: 

· Access to services: Patients should be able to access primary care services in a way that ensures their language and communication requirements do not prevent them receiving the same quality of healthcare as others.

· Booking of Interpreters: Staff working in primary care provider services should be aware of how to book interpreters across all languages, including BSL, and book them when required.

· Timeliness of Access: Patients requiring an interpreter should not be disadvantaged in terms of the timeliness of their access.

· Personalised Approach: Patients should expect a personalised approach to their language and communication requirements recognising that “one size does not fit all”.

· Professionalism and Safeguarding: High ethical standards, a duty of confidentiality and Safeguarding responsibilities are mandatory in primary care and this duty extends to interpreters.

· Compliments, Comments, Concerns and Complaints: Patients and clinicians should be able to express their views about the quality of the interpreting service they have received, in their first or preferred language and formats (written, spoken, signed etc.)

· Translation of documents: Documents which help professionals provide effective health care or that supports patients to manage their own heath should be available in appropriate formats when needed.

· Quality Assurance and Continuous Improvement: Service users should be engaged to support quality assurance and continuous improvement and to ensure it remains high quality and relevant to local needs.



To yield competition/ the best value for money-Provider, the pre-procurement (pre-contract advertisement) and procurement activity should involve:



· Engaging with Providers to improve the choice of Bidders and range of Bids.

· Developing a detailed service specification which does not breach the EU Treaty principles and does not restrict competition unfairly and unjustly. 

· Consulting and engaging with stakeholders to develop the procurement documentation and to evaluate tender submissions, in addition to the Commissioner’s responsibility to engage and consult appropriately. 

· Running a legal, non-discriminatory, open, transparent and fair procurement process which minimises the risk of complaint or legal challenge.



[bookmark: _Toc408475744][bookmark: _Toc133334736][bookmark: _Toc408475743]Project Deliverables



The project deliverables are:



· To appoint a Provider to provide the services described in the service specification. 



· To ensure the new contract is in place and operational by 1st October 2025. 



· To deliver the procurement within the financial envelope, currently understood to be up to £250,000 per annum, including VAT. 



· To ensure value for money.



[bookmark: _Toc133334737]Project Assumptions



For the purposes of this project the following assumptions have been made:



· This PID will be developed jointly between the NHS Coventry & Warwickshire Integrated Care Board (CWICB) commissioning lead and the CSU procurement lead.



· [bookmark: _Hlk133315552]CWICB will ensure that the subject matter experts, project group members, the nominated and recruited evaluation panel and wider reference group will be available to meet the timescales specified in the project plan. This includes identifying and appointing a suitable clinical lead.



· CWICB are available to ensure the overall governance of the project. This includes approval for the project commencement and recommendations driven by the project group. It also includes being clear with the procurement lead as to what documentation they require to navigate their governance processes, at which stage and when. The Commissioner will endeavour to provide reasonable notice (a minimum of 2 weeks) wherever possible where a paper or report is required for these purposes.



· CWICB will produce a full-service specification that has been through all required governance, within the time deadline directed by the project plan for the procurement process to be delivered on time.  The CSU Procurement Lead will ensure that adequate time will be allowed within the project timeline to achieve this in consultation with the commissioning lead.



· CWICB will ensure that any activity data, which is required to ensure the smooth running of the procurement process, is made available to the best of their ability. In the event that any activity data which has been identified as required cannot be made available, the ICB will work with the CSU and the market as appropriate to mitigate any risk presented by this.



· CWICB in conjunction with their appointed Financial subject matter expert will be responsible for the drafting of the Financial Model Template (FMT) and for providing (or sourcing) advice and guidance regarding financial matters including, but not limited to, any issues which may arise pertaining to the application of Value Added Tax (VAT). Where any issues are identified which may have an impact on the procurement they will, at their earliest possible convenience, communicate this to the procurement and commissioning lead in order that appropriate action may be taken.



· CWICB will make use of AGCSU’s e-tendering systems as instructed by the Procurement Lead. CWICB will also ensure that any individuals identified as evaluators attend the evaluation training provided by the Procurement Lead in order to ensure that a consistent approach which ensures providers are treated equally and without discrimination is taken.



· CWICB will ensure they secure from all incumbent Providers the appropriate details for Bidders to consider TUPE implications for inclusion in the procurement documentation, noting always that the incumbent Provider(s) approached for this detail are aligned with the project plan to provide such information. The Procurement Plan is drafted in such a way that it assumes that the Commissioner has allowed adequate time for the gathering of said information.



· CWICB will carry out the appropriate contract preparation and will ensure that an appropriately populated copy of the contract is available for inclusion with the tender documentation as per the deadline set out in the Procurement Plan. Once the procurement is complete, CWICB will be responsible for the ongoing contract management.



· CWICB will undertake any required QEIA (Quality and Equality impact assessment), DPIA (Data Protection Impact Assessment), and has factored these into their working arrangements and aligned subject matter expertise.



· CWICB will ensure that any consultation (public or otherwise) that is required has been carried out. NHS Arden and Greater East Midlands CSU accept no liability in the event that a procurement process is commenced before adequate consultation has been performed.



· Based on their knowledge, CWICB will endeavour to secure and provide an accurate budget and acknowledge that any failure to do so may require redoing any work completed up to that point. However, it should be noted that NHS Arden and Greater East Midlands CSU cannot be held liable if the budgets provided are found to be inaccurate.



[bookmark: _Toc133334738]Modern Slavery 



In line with the Modern Slavery Act, which implemented new measures which are directly related to businesses and their supply chains, where Section 54 of the Act requires companies with an annual turnover above £36m, and carrying out a business, or part of a business, in the UK, to develop a Modern Slavery Statement, also known as a ‘Transparency in Supply Chains (TISC) statement’, each year, the Procurement Lead and Commissioner will carry out appropriate risk assessments to mitigate the risk of Modern Slavery throughout the procurement process.



The approach will be proportionate and not impose any unnecessary burdens that would deter a wide diversity of suppliers, including small and medium sized enterprises (SMEs), Voluntary, Community and Social Enterprise (VCSE) suppliers and those owned by under-represented groups, from competing for public contracts.



It will be the ICB’s responsibility to monitor the risk of Modern Slavery throughout the contract period, the following link has guidance material to support the ICB with assessing risks:



PPN 02/23: Tackling Modern Slavery in Government Supply Chains - GOV.UK (www.gov.uk)



[bookmark: _Toc133996696][bookmark: _Hlk189044297][bookmark: _Toc133996697]Having considered the relevant characteristics, the service has been categorised overall as Low Risk.



A summary of assessment against each of the characteristics included within PPN 02/23, used to help determine the modern slavery risk, is detailed below:



		[bookmark: _Toc133996698]Characteristic 

		[bookmark: _Toc133996699]Consideration



		1. [bookmark: _Toc133996700]Industry type

		[bookmark: _Toc133996701]The Interpretation, Translation and Transcription Service is a service and is identified as potentially being at High Risk of modern slavery, in line with the characteristics table included within PPN 02/23 guidance. 



		2. [bookmark: _Toc133996702]Nature of workforce

		[bookmark: _Toc133996703]The roles within the service require skills and training, and there will be steady and high demand for the work so there will not be employment uncertainty, which reduces the risk. However, interpreters will usually be lone workers and either based remotely or travelling to the client base. The service is therefore considered at Medium Risk of modern slavery, in line with the characteristics table included within PPN 02/23 guidance. 



		3. [bookmark: _Toc133996706]Supplier location

		[bookmark: _Toc133996707]The service must be delivered within the UK. Within the Global Slavery Index 2018, the UK is the top-rated Country at Number 1 for taking action to address Modern Slavery, suggesting that the UK has measures in place to mitigate against the risk of modern slavery occurring. As such, the service is considered Low Risk in relation to this characteristic.  



		4. [bookmark: _Toc133996708]Context in which the supplier operates

		[bookmark: _Toc133996709]The service must be delivered in the UK. Legislation protecting workers rights within the UK helps mitigate against the risk of modern slavery occurring. This service is delivered to patients and GP practices and there is therefore business accountability. As such, the service is considered Low Risk in relation to this characteristic.



		5. [bookmark: _Toc133996710]Commodity Type

		[bookmark: _Toc133996711]This relates to the delivery of a service and is not linked to commodities. As such, it is considered Low Risk in relation to this characteristic.  



		6. [bookmark: _Toc133996712]Business/ supply chain model

		[bookmark: _Toc133996713]The business model to deliver this service is unlikely to have a complex supply chain. Where sub-contractors are used to support the delivery of the service it is expected they will be monitored by the contracted supplier through ongoing contract management. As such, it is considered Low Risk in relation to this characteristic.     





[bookmark: _Toc133996714]Steps in procurement process to help manage risks associated with Modern Slavery



Having considered the risk factors above the following will be incorporated within the procurement process to support a proportionate approach to helping address Modern Slavery risks:



· NOTE to check with the framework provider to see what was covered off at SQ stage when the framework was established 

· Consider what can be included in the award criteria and try to understand how the translators are provided. Translators may be largely self-employed (gig economy style) so potential issues around this and the checks carried out by providers to ensure that translators are adequately checked/safeguarded could be an area to delve into as this will likely relate directly to patient safety etc.

· Inclusion of Social Value questions with a focus on Tackling Economic Inequality and Equal Opportunity themes (themes TBC).



[bookmark: _Toc133334739]Procurement Approach 



The procurement will be conducted as a mini-competition under a framework agreement procured under the Public Contracts Regulations 2015 (PCR). The procurement includes a Selection Questionnaire (SQ) as part of the Invitation to Tender (ITT), which will be evaluated against a pre-determined award criterion set, approved by the SRO. Tender submissions will be judged against criteria to ascertain the Most Economically Advantageous Tender (MEAT) and the tender process will be managed through NHS Arden and Greater East Midlands Commissioning Support Unit’s (AGCSU’s) e-Tendering system, Atamis (Health Family). 



It is expected that the procurement of this project will take approximately 6 months, with contract award taking place on 1st August. This will allow for the requested implementation/mobilisation and transition period to take place between August and September. 



The Commissioner acknowledges that the timescale does not include a contingency period, and should a delay occur, this would pose significant risk to the project timescales and delay the service to be implemented; the Commissioner may be forced to seek extensions with any incumbent providers which would be entirely at their risk. 



The Procurement Lead will provide the Commissioning Lead and SRO with regular project updates, including a monthly highlight report regarding the procurement actions progress. The Procurement Lead will Chair the evaluation panel moderation meetings and any clarification meetings with Bidders during the evaluation period. The SRO will be ultimately accountable for the success of the project.



This contract will be advertised and procured on the basis of an initial 3 year contract period, with an option to extend for a further 2 years subject to Commissioner discretion and requirements (5 years in total). The rationale for contract length is to obtain best value for money. 



[bookmark: _Toc133334740]Project Governance



[bookmark: _Toc133334741]Governance overview 



Any individual involved within the project will be expected to sign a Conflict of Interest and Commercial in Confidence declaration form (“COI form”) before their point of involvement. A record of all these forms will be collated by AGCSU, as part of the audit process and advice will be given regarding any conflicts or issues identified which will require decision by the Commissioner Lead and SRO.



The Project Governance outlined below identifies the reporting structure for the delivery of the pre-procurement and procurement phase of the project. This will be the structure during the procurement stages up to when the contract award is completed (the resulting contract(s) are signed by all parties).



This PID is to form part of the overall CWICB Project Governance and the Project Group will have authority to make all decisions that concern the project. The final decision to issue a contract award or close a procurement process will be with CWICB Finance & Performance Committee.



[bookmark: _Toc133334742]Project Responsibilities



[bookmark: _Toc133334743]The Proposed Core Project Group



Table 1 – Core Project Group Details



		Name 

		Job title 

		Project Involvement 

		Level of input required 

(High/ Medium/ Low) 

		Project Group member? (ü) 

		Evaluator? (ü) 



		Sarah Johnson

		

		Senior Responsible Officer (SRO)

		M

		ü

		



		Georgina Cady

		Primary Care Contracting and Assurance Manager 

		Commissioner Lead

		H

		ü

		ü



		Cathy Pearson 

		Procurement Officer 

		Procurement Lead 

		H

		ü

		ü



		Michael Hau

		Head of Finance

		Finance 

		H

		ü

		ü



		Kerry Doughty

		Primary Care Contracting and Assurance Manager 

		Contracting

		M

		ü

		ü



		Petty Trowell

		Quality Lead Primary Care

		Clinical/Quality  

		M

		ü

		ü



		Bal Dhami

		Senior Commissioning Manager – Primary Care, Office of the West Midlands

		Podiatry, Dental and Optometry Services element

		M

		ü

		ü



		Nuala Woodman

		Deputy Head of Commissioning

Primary Care Commissioning Team

Office of the West Midlands



		Podiatry, Dental and Optometry Services element

		M

		ü

		



		Practice Manager representative (TBC)

		

		

		

		

		







The Project Group will consist of varied subject matter experts to gain a complete opinion on project and service requirements, decreasing the risk of project or resulting contract failure.  Their roles are as follows:



· To act as subject matter experts in their employed area and utilising their experience.

· To review the draft communications plan, drafted by the Communications Lead, and finalise this plan, with review points as appropriate for the developing project.

· To provide input into the development of the project outputs, such as the service specification, contract documentation (including but not limited to amendable clauses and performance metrics), tender documentation and impact assessments, 

· To review and comment on project and specification outputs, requirements, and limitations,

· To review, comment on and take ownership (if evaluating) of tender questions,

· To input into the development of evaluation criteria and weightings, which are clearly aligned to the specification and contract requirements, 

· To evaluate completed Bids,

· To attend Dialogue, Moderation, Clarification and De-brief meetings, as required. 

· To ensure that they act in accordance with the project governance structure as defined by the Senior Responsible Officer and Commissioning Lead.



Senior Responsible Officer (SRO): This role will be undertaken by Sarah Johnson (Head of Primary care Contracts and Assurance). 



 Their role is as follows:

· Approving this Project Initiation Document (PID) and ensuring it remains valid during the life of the project.

· To take ultimate responsibility for project governance which must conform to standard CWICB governance documentation.

· Providing guidance and support to the Commissioning Lead and Procurement Lead.

· To report to the CWICB on project progress.

· Ensuring any actions from project reviews are completed on time.

· Approving any associated project costs.

· Authorising all extensions to project milestones.

· Finalise the membership for those persons nominated for the evaluation panel.

· To review and approve all tender documentation prior to submitting for formal CWICB approval.

· Committing resources as agreed in the project plan.

· To take ultimate responsibility for successful completion of the project.

· Secure approval from CWICB and Executive board for the procurement outputs including the preferred provider and contract award.



Commissioning Lead – This role will be undertaken by Georgina Cady (Primary Care Contracts and Assurance Manager). Their project role is as follows:



· Approving this PID.

· Providing operational support and guidance to the Procurement Lead.

· Lead the project governance which must conform to standard CWICB governance documentation.

· To review and approve all tender documentation prior to submitting for formal CWICB approval.

· Identify evaluation panel members and engage with these in the first instance to ensure appropriate level of engagement to evaluate the submissions.

· Nominates representatives for the Project Group to support the Procurement Lead.

· Attending project meetings, forums and presentations as required.

· Take the lead in liaising with clinical and non-clinical colleagues as to develop, test and approve the service specification that will drive the procurement and the selection of the preferred provider.

· To take ownership and manage all Conflicts of Interest identified.

· To act as single point of contact for the Procurement Lead for clarification questions received by bidder and to liaise with wider Subject Matter Experts Leads and or the wider reference group to formulate responses.

· Lead the engagement with other interested parties regarding the procurement.

· Nominate remote project team members for purposes of evaluation.



The AGCSU Procurement Lead - This role will be undertaken by Cathy Pearson (Procurement Officer). Their role is as follows:



· Agreeing with the SRO and Commissioning Lead the project scope, aims and objectives and required outputs.

· Developing and managing a project plan.

· Delivering all elements of the procurement within agreed timescales.

· Organising and directing the project team and any sub-groups.

· Reporting on progress to the Commissioning Lead and SRO.

· Controlling risks, issues and changes that may arise during the project.

· Facilitate in resolving problems and conflicts that arise.

· Ensuring that the project is completed/closed and lessons learnt are captured.

· Conducting handover to CWICB area team for contract implementation.

· To attend and capture moderated scores and associated rationale for the agreed score and to provide an auditable record of discussions and movements in score of individual evaluators during moderation and/or clarification meetings.

· To assist with the development, formatting and re-defining of project documentation.

· To maintain the project Distribution list and any contact from potential bidders during the procurement process.

· Provide evaluation and moderation training for all evaluators.

· To obtain sign-off and approval in line with AGCSU scheme of delegation approval of tender documentation prior to issuing to customer for review and/or approval and log to be issued to Commissioners where requested.

· To obtain sign-off and approval in line with AGCSU scheme of delegation approval of tender documentation prior to issuing to customer for review and/or approval and log to be issued to Commissioners where requested.

· To ensure that they act in accordance with the project governance structure as defined by the SRO and Commissioning Lead.



The Finance Lead – This role will be undertaken by Michael Hau (Head of Finance). Their role is as follows:



· To confirm the financial affordability range (expected contract value).

· To develop and test the financial pricing model (financial envelope).

· To analyse financial data and input this into the service model and tender documents appropriately.

· To take ownership of and develop, as necessary, the financial questions of the tender.

· To review and approve all financial elements of the tender documents prior to it going for formal approval by the SRO and AGCSU.

· To evaluate the finance elements of the completed tender submissions.

· To take ownership of and develop, as necessary, the financial questions of the tender.

· To be responsible for providing appropriate activity information to support the tender process (including forecasts for contract period where applicable).

· To ensure that they act in accordance with the project governance structure as defined by the SRO and Commissioning Lead.



Equality, Diversity and Inclusion (EDI) Lead – This role will be nominated by the SRO and be a representative of CWICB in ensuring that all equality and diversity related issues are appropriately dealt with during the procurement exercise. Their role will be as follows:



· To provide EDI input in the development and review of the service specification.

· To ensure that the procurement process material includes appropriate guidance, legislation, and protocols.

· To assist with the production of the Equality Impact Assessment (EQIA) as required, ensuring the documentation is robust enough to stand up to scrutiny and escalate any concerns or issues to the SRO.

· To evaluate the EDI elements of the completed tender submissions.

· To ensure that they act in accordance with the project governance structure as defined by the SRO and Commissioning Lead.





Clinical Lead – This role will be carried out by Petty Trowell (Quality Lead for Primary Care). Their role is as follows but not limited to:



· To provide specialist input in the development and review of the service specification.

· To ensure that the procurement process material includes the appropriate clinical guidance and protocols.

· Critical analysis of the bidder submissions, their clinical procedures, and protocols during the evaluation period.

· To ensure patient safety and quality are at the heart of the procurement evaluation.

· To ensure that they act in accordance with the project governance structure as defined by the SRO and Commissioning Lead.



Project Manager - This role will be carried out by Georgina Cady. Their role will be as follows:



· To plan and manage the project, enabling its success.

· To plan the project taking account of the Procurement Plan, working with the Procurement Lead to resolve any issues to do with the Procurement Plan.

· Administer Project Group meetings, including arranging these, taking minutes and action notes and sending out notes in a timely manner as agreed by the SRO. 

· Secure reporting to CWICB meetings and Boards as appropriate by arranging agenda items and slots. 

· Arrange rooms and audio-visual equipment for Project Group meetings, moderation meetings, dialogue sessions and any other Bidder meetings (such as clarification interviews). 



Communication Lead – This role will be nominated by the SRO and be a representative of CWICB. Their role is as follows:



· To devise a draft communication plan for the project and procurement, ensuring relevant stakeholders are informed or engaged appropriately. 

· To compose draft official responses to any media enquiries or requests for information,

· To ensure communication of change and demographic requirements are observed and considered.

· To ensure that they act in accordance with the project governance structure as defined by the SRO and Commissioning Lead.



Service User Representation – This role will be sourced by the Project Group and agreed with the SRO and may be a person, persons or an organised group or their representative, such as the local HealthWatch. Their role is as follows:



· To provide insight in to identifying and engaging with stakeholders, with the Commissioning Lead and Project Group.

· To provide input into the development of the service specification, contract performance metrics and tender questions.

· To evaluate Bids received and take part in any meetings with Bidders as appropriate and depending upon expertise. 

· To provide specialist input to the project as requested.

· To ensure that they act in accordance with the project governance structure as defined by the SRO and Commissioning Lead.



Legal Representation – This role will be sourced by CWICB and is not provided by AGCSU.



Wider Reference Group – This will consist of other stakeholders from CWICB and other interested parties as determined by stakeholder management, as required and agreed by the core project team. Their role should be explained to them by the Commissioning Lead and any supplementary communications, such as by the Procurement Lead and may include the following requirements:



· To provide operational input into the development of the service specification, contract performance metrics and tender questions.

· To evaluate Bids received and take part in any meetings with Bidders as appropriate and depending upon expertise. 

· To provide specialist input to the project as requested. 

· To ensure that they act in accordance with the project governance structure as defined by the SRO and Commissioning Lead.



[bookmark: _Toc133334744]Risks



Initial risks that require appreciation and mitigation will be drafted by the Procurement Lead and provided to the Commissioning Lead and Project Group for review; this initial Register will not be exhaustive and requires the specialist input of the other project subject matter experts. The Project Group will regularly review the Risk Register, ensuring all fields of the log are completed appropriately and any risk escalation to the SRO or other appropriate Customer-Group/Meeting will be led by the Commissioning Lead.



[bookmark: _Toc133334745]Stakeholders



Stakeholder identification and an engagement plan will be developed as part of the project initiation phase by the Project Group, in particular the Communications Lead in conjunction with the Communications Plan. The document shall be developed by the Commissioning Lead or their nominated colleague. The plan should provide details of relevant stakeholders across interest groups and any consultation process required/undertaken and whether they support the project, noting that their support position may change throughout the project. 



[bookmark: _Toc408475746][bookmark: _Toc133334746]Project Plan

[bookmark: _Toc474139462]

The Procurement Lead will draft an appropriate Procurement Plan; if a detailed Project Plan is required then the Commissioning Lead shall arrange for this. Any formal project management will be undertaken by CWICB and their nominated person(s). 



The Procurement Plan will contain start and end dates required for activities associated with the procurement process, such as when drafting of tender questions will be commenced and when the deadline for their completion will be. Dates will be notified to the Project Group and members will be expected to make themselves available for required dates, with the support of CWICB and the Commissioning Lead escalating issues to colleague’s Line Managers if required. 

All Project Group members must notify the Procurement Lead of any anticipated planned leave and booked leave which may impact on the plan. If an initially nominated Project Group member is not available for any key dates, such as evaluation and moderation dates, then the Procurement Lead will notify the Commissioning Lead as soon as the issue is known, with a recommendation to either facilitate their involvement (i.e. hold multiple moderation dates to accommodate absence, where the timeline permits) or request an alternative person be nominated and recruited to the Project Group. It is unlikely that if an evaluator is planned to be unavailable for either the majority of the evaluation dates OR the moderation dates/times they would be able to take part. It is not appropriate for them to nominate an alternative colleague to undertake moderation if they themselves undertake the initial evaluation, for example. The Procurement Lead will provide advice in order to protect the integrity of the Project and the associated Procurement Process. 



Following on from the Risk Register, the Commissioning Lead and Procurement Lead will explain to the Project Group that the Project and Procurement Plan does not have scope for any slippage in meeting deadlines and that if deadlines are missed this is risking the overall success of the project; the Project Group must understand the complex nature of planning a procurement project and if deadlines are not met this could also impact upon the Provider market responding to, or planning to respond to, the advertised tender.  



[bookmark: _Toc133334747]Project Reporting



The minimum reporting requirements of this Project will be as follows:



· Highlight Reports produced on a monthly basis by the Procurement Lead.

· Project exception reporting to the SRO, as required, by the Procurement Lead and the Commissioning Lead.

· Maintenance of a Project Risk Register, as above, by the Project Manager or Commissioning Lead.

· Maintenance of a Project Plan, as above, by the Project Manager.

· Maintenance of a Procurement Plan, as above, by the Procurement Lead,

· Maintenance and action of a Project Communications Plan, as above by the Communications Lead.

· Drafting of a Procurement Outcome Report, or an Outcome report for each stage of the procurement where Bidders are qualified to progress or be rejected from the process, by AGCSU.

· Reports written by the Commissioning Lead or other Project colleagues as nominated by the SRO, detailing the project progress, at least the requesting of approval to end the procurement process by proceeding to notification of the outcome to Bidders and an anticipated contract award.

· Production of the Contract Award Recommendation Report (CARR) and Regulation 84 Report by the Procurement Lead.





1. Approval 



Signature below indicates that this Project Initiation Document has been reviewed and approved by the commissioning ICB(s) and authorises NHS Arden & GEM CSU to proceed with the procurement stage of this project.



No units have been assigned to this procurement as it is expected this will be procured through a framework competition and as such is captured within the Transactional Procurement offer. If it is decided to run an open procurement process instead and/or the the amount of procurement input starts (or it becomes clear will start) to exceed a reasonable amount for this requirement, NHS Arden & GEM CSU will advise the Commissioner(s) and agree a revised unit figure. 





Senior Responsible Officer



Name:   Sarah Johnson



Signature:					Date:   31.01.25







Commissioning Lead:	 



Name:Georgina Cady	



Signature:					Date: 31.01.25







NHS Arden & GEM CSU:

					

Name:						Position: 

	

Signature: 					Date: 
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Coventry and Warwickshire Integrated Care Board

Primary Care Language Interpreting Services Procurement



Introduction

NHS Coventry and Warwickshire Integrated Care Board (CWICB) seeks to procure comprehensive language and interpreting and translation services to support effective communication between primary care services and patients, their families and other stakeholders who have limited English proficiency or require communication support.  This includes face-to-face, virtual (telephone and video) interpreting, British Sign Language (BSL) interpreting, written translation, and other formats as needed.  

The Coventry and Warwickshire Integrated Care System provides health, care and wellbeing services and support to a diverse population of over 1 million people, and that population is growing.  Further information about our System is available on the ICB website – Happy Healthy Lives.

CWICB is seeking a One Stop Shop Contractor with all service requirements to support patients who access primary care services across the following sites across General Practice, Community Pharmacy, Dental Practices and Optometry.

		Number of General Practices

		119



		Number of Dental practices

		104



		Number of Optometrists

		111 across 93 sites



		Number of Community Pharmacies

		181







Scope of Services

		[bookmark: _Toc331413802][bookmark: _Toc49953659][bookmark: _Toc61015819]Contract Deliverables



		

Ensuring an interpreter/translator of the appropriate agreed standard (qualifications, experience and vetting) is provided for each individual assignment.



Ensuring that all interpreters/translators can verify their identity and credentials to the relevant Approved Organisation for every assignment.



Ensuring adherence to a Code of Conduct for interpreters/translators and any other rules or guidelines set by central Government.



Robust procedures to deal with poor quality interpretation/translation and inappropriate behaviour.



Continuous training and development of interpreters/translators including in specialist areas of the NHS and wider public sector.



Improved value for money services through more efficient planning and use of resources, driving reduction in face to face and increase in telephone and video translation.



Significant reductions in operational overheads for by streamlining bookings and payments processes.



Progressive capability for Contract Managers to monitor and track management information on the category services and influence continuous improvement.



Implementation plans which support the roll-out of new ways of working made possible by the new commercial arrangements.



A proactive approach to the use of technology and the development of innovative ways of working to improve the quality and efficiency of Language Services.



Ensuring compliance with the requirements of any present or future UK measures on interpretation and translation. 



Coverage across all Coventry and Warwickshire primary care facilities – including GP Practices, Pharmacy, Optometry and Dental Practices.





		Face-to-Face Interpretation



		The Contractor will provide on-site face-to-face interpreting services for spoken languages which entail direct oral communication between the principal parties through the use of an Interpreter for clinical consultations, therapy sessions, assessments, and meetings.



The Contractor shall provide a Face-to-Face Interpretation Service, where the meaning of what is said in one language pback in real time in spoken form into a second language by an interpreter attending in person.

[bookmark: _Ref49950866]

The Contractor must ensure that they only provide interpreters who understand the use of terminology for the given setting and have the professionalism to convey information in a clear and accurate manner.





		Telephone Interpretation





		The Contractor shall provide of telephone interpreting services for spoken languages and enable the immediate connection to an interpreter on the telephone for immediate language support where interpreters convert what is said in one language to another language over the telephone.



The Contractor shall provide an on-demand and pre-booked service.  The service is to be operational 24/7, all year round including bank holidays.



For On Demand Telephone Interpretation Services, Contractors must be able to connect with a qualified Interpreter with the required skills to provide the service within 30 seconds of receiving the call.



All interpretation sessions must be conducted by the interpreter from a private and quiet location, using a telephone line that has adequate sound quality and volume for the user to comfortably hear the interpreter, and with full consideration of data security guidelines. 



Where interpretation sessions are conducted remotely, for example from the Interpreters home, they must be conducted by the Interpreter from a private and quiet room that cannot be overheard by other members of the household. The contractor shall provide a signed annual declaration for this if requested.



Interpreters should provide an identification number for easy reference during each phone call. 





		Video Interpretation





		The Contractor shall provider Spoken Interpretation services by video conferencing technology where interpreters convert what is said in one language to another language during a video conference for scheduled and urgent appointments.



The Contractor shall have in place a suitable platform to host video conferences, and, if/where necessary, the contractor shall ensure the required functionality to support software or platforms such as, but not limited to, Attend Anywhere, Microsoft Teams etc.



The contractor shall provide training around their platform and ensure easy access to training materials or user manuals/guidance and have access to a customer service facility to assist with any issues, queries, or problems.



Guidance documents or videos should also be available for service users, for example patients, around the contractor’s platform should they be accessing it remotely. 



The Contractor must ensure its Video Interpreting Service is compatible with common video conferencing technology for example but not limited to, Web Camera, Tablet Device, Smartphone, Video Phone and Video Conferencing kit.



The Contractor shall provide:

· A pre-booked and/or On-Demand video interpreting services; and

· Recording of video conferences and appointments (where requested only)



The Contractor shall ensure that interpreters do not have the ability to make and/or keep their own copies of any video calls.



For On-Demand video the Contractor shall ensure that all video calls are connected to an Interpreter with the required skills to provide the service within 1 minute of receiving the video call.



The Contractor shall ensure that all Spoken Interpretation video interpreting services comply with the Code of Conduct for Interpreters published with the National Register of Public Service Interpreters http://www.nrpsi.org.uk/for-clients-of-interpreters/code-of-professional-conduct.html 



The Contractor shall be able to act as video conference host where required or appropriate. There shall be no additional charges for this.



The Contractor shall ensure video conferencing can facilitate three or more participants for Pre-Booked Interpretation services.  There may be instances where interpreters are required for larger meetings with up to ten attendees.



The Contractor shall ensure all interpretation sessions are conducted from a private and quiet location which is free from noise and interference, with adequate connection speeds for video conferencing, and with consideration of local data security protocols and guidelines.



Where interpretation sessions are conducted remotely, for example from the Interpreters home, the Interpreter must conduct the session from a private and quiet room that cannot be overheard by other members of the household. The contractor shall provide a signed annual declaration for this if requested.



Interpreters shall provide their ID number, and name, for every video call and display their identification badges which should be clearly visible on screen at all times.



For Contractors offering video or remote interpreting, organisations should be made aware of minimum IT hardware specifications and broadband download speeds required to ensure the video feed is of a suitable quality to allow the service to take place. 







		Non-Spoken Language Interpreting Services





		The Contractor shall provide Communication Professionals local to Coventry and Warwickshire who work with deaf and deafblind people in the UK in the area of non-spoken language. 



The Contractor shall provide a BSL Interpretation and translation service to allow communication between Deaf and Deafblind people (and others as required) and hearing people, in attendance in person, or via video conferencing.



This shall include the provision of British Sign Language Interpreters as well as some or all of the following and any other communication professionals who can communicate with deaf and deafblind People:

· British Sign Language Interpreters

· Deafblind Interpretation and Sight Translation

· Lip speakers

· Notetakers

· Chaperones and Communication Support Workers

· Sign Supported English (SSE)

· Video Relay Interpreting

· Video Interpreters

· Cued Speech and Makaton

· Speech to Text Reporting

· BSL Translation (Text to Video)

· BSL “In Vision” interpretation

· Subtitles and audio description

· Accessible format translation (braille, large print, moon, text-to-audio)

· Easy Read



The Contractor shall ensure that all BSL interpretation services comply with the Code of Conduct published with the NRCPD, RBSLI or (SRLPDC).



Contractors shall be able to use Speech to Text software and Braille Translation Software where this is requested by or agreed to.



The Contractor is prohibited from using any tools/software (including Machine Translation (MT) or braille translation software and Speech to Text software) that is hosted by a third party.



For relevant services such as Braille, Audio Descriptions and Large Print etc. Contractors must ensure delivery is in line with the standards set out by the UK Association for Accessible Formats (UKAAF).



The Contractor agrees to keep any template documents and shall not re-charge for any duplicate translating through the life of the contract. Template documents should be made accessible throughout the life of any call off agreement.



The Contractor must only provide services of BSL interpreters who are either Trainee Sign Language Interpreters (TSLI) or Registered Sign Language Interpreters (RSLI).



The Contractor must ensure that all BSL interpreters servicing this contract have sufficient experience (100 hours) of interpreting in the relevant sector setting.



The Contractor must ensure that BSL Interpreters appreciate the regional variations in sign dialects and are able to use the appropriate signs and conventions as necessary to effectively communicate when delivering the Service. 



The Contractor must only provide Interpreters familiar with and have an understanding of the use of terminology for the given setting and have the professionalism to convey information in a clear and accurate manner.



The Contractor agrees to provide, where requested, a tailored sign book or card at the point of service user first contact (e.g. building reception desk) to enable staff and the deaf client to identify which type of support is required to enable a suitable Interpretation solution to be arranged. This should also be available in electronic format.







		Document Translation, Transcription and Ancillary Services



		The Contractor shall provide document translation services which requires the interpretation of written text in the source language and rendering that material clearly and accurately into the target language. 



The Contractor shall provide written translation, transcription, and ancillary services (and products) which may include all or any of the following list:

· Written document translation including medical documents, patient information leaflets, consent forms, and other relevant materials.

· Correspondence translation

· Verbatim (word for word)

· Medical or other specialist category translation

· Proof Reading

· Machine Translation / Computer Aided Translation

· Transcription (Translation of audio into written)

· BSL and Accessible format translation (braille, large print, moon, text-to-audio etc.)

· Audio/Video translation (Translation of audio/video into written)

· Ancillary Interpretation or Translation products, Services or Technology.



The Contractor shall ensure that all translations are completed in accordance with the translation industry standard ISO 17100 and where a Machine Translation Post Edit is required ISO 18587, or equivalent.



For relevant services such as, but not limited to, Braille and Large Print etc. Contractors must ensure delivery is in line with the standards set out by the UK Association for Accessible Formats (UKAAF).

The Contractor shall ensure accuracy and cultural appropriateness of translated materials.

The Contractor shall provider translation services for various languages, including rare languages and dialects.



The Contractor agrees to keep any template documents and shall not re-charge for any duplicate translating through the life of the contract. Template documents should be made accessible throughout the life of any call off agreement.



Contractors shall, were possible, include the optional use of Machine Translation (MT) (Computer Aided Translation (CAT)) where appropriate and agreed to or requested.





		Service Availability



		

The Contractor agrees to provide a 24-hour service, 7 days per week, every week of the year including all public holidays which will include emergency and short-term bookings and out-of-hours services. 



Services shall be available, at a minimum, between 07:30hrs and 20:00hrs Monday to Friday of each week and on Bank Holidays and weekends if required. 



An additional out of hours facility shall be made available between 20:00hrs and 07:30hrs, which shall cover emergency, short term bookings for out of hours services.







		Languages





		The Contractor must be able to provide, including through the use of Sub-contractors, services for the languages provided in Annex A.[image: Use SHIFT+ENTER to open the menu (new window).]



Where a requirement for the provision of a language not listed on the contract schedule arises, the Contractor shall do their utmost to ensure they can source Interpreters with the skills and expertise to the same standards as a listed language.



		New Technology





		

The Contractor may make available to use, lease/rent or purchase any products or services that can aid in the provision of interpretation and translation services.



Products supplied in relation to services let under this framework agreement must meet all relevant current legislative and regulatory requirements.



Any Goods supplied under this framework agreement shall be suitable for the purposes referred to in the Specification and Tender Response Document. The contractor shall ensure any Goods supplied under this framework agreement are able to be delivered.



Technology based products and services will generally offer efficiency benefits and may include but are not limited to; software (e.g. for booking management, Document Management, Machine Translation, data analysis and system and platform integration), cloud services, document translation management systems, wearable technology, speech recognition, text-to-speech (and vice-versa) devices, new innovation etc.







		Complaints



		

The Contractor shall ensure that any complaints are dealt with as a matter of priority.



The Contractor shall have a clearly defined robust and auditable procedure for managing complaints which sets out timescales of the action that shall be taken and includes timescales of when matters shall be escalated. This should ensure that all complaints are acknowledged within twenty-four (24) hours and should have a fully investigated response (in writing) within five (5) working days.



Where a complaint is made by a service user about the quality of service from the Interpreter, the Contractor should investigate this and take corrective action where necessary.



All responses to complaints from service users should be accompanied by a fully translated copy in the language requested.



The Contractor will share information on complaints received and subsequent corrective actions as part of the routine contract review process.



The Contractor must collate and publish data on feedback and outcomes annually in a service satisfaction report in line with NHS England guidance for commissioners – Interpreting and Translation Services





		Qualifications and Training



		

[bookmark: _Ref49886544]Spoken Language Interpreters should have a recognised qualification such as the Diploma of Public Service Interpreting (DPSI) or affiliation to the National Register Public Service Interpreters (NRPSI) or Community Interpreting Certificates (CIC) or a bachelor’s degree in Interpreting and Translation and/or the relevant language.



The Contractor shall ensure that they have received copies of the Interpreters appropriate qualifications and/or accredited training certificates, prior to appointment.



The Contractor must ensure that all interpreters servicing this contract are registered with the National Register for Communications Professionals working with Deaf and Deaf blind people (NRCPD), the Regulatory Body for Sign Language Interpreters and Translators (RBSLI) or the Scottish Register of Language Professionals with the Deaf Community (SRLPDC), or equivalent, and are able to provide evidence of re-registration on a yearly basis.



Other non-spoken language professionals should be sourced from the appropriate alternative register e.g. The Association of Lip speakers, The British Institute or Verbatim Reporters.



Document Translation must use fully qualified translators with qualified membership status of a relevant professional body (such as the Chartered Institute of Linguists, American Translators Association and Institute of Translation and Interpreting) and/or hold a degree in their target language and/or a degree in Translation and/or a Diploma in Public Services Interpreting.



The Contractor must use relevant and industry-specific qualified language assessors/ testers/ teachers and use industry approved language competency assessment tools and techniques when conducting language assessments.



The Contractor shall be responsible for the training, professional development, quality and accountability of the Interpreters used to provide services.



For rare languages, the Contractor shall ensure and be able to provide evidence of the Interpreter having the appropriate level of professional development and training and has received basic translation and/or interpreter awareness and induction training.

The Contractor must ensure that interpreters are trained and offered continuous professional development in in cultural competence and sensitivity.

The Contractor must ensure that Interpreters are aware and have sufficient knowledge of legislation surrounding Protection of Freedoms Act 2012 (Chapter 1: Safeguarding of vulnerable groups) and NHS Information Governance (IG) Guidelines relating to confidentiality of patient identifiable information. The Contractor must follow local protocol in relation to incident reporting and child protection.

Interpreters must be appropriately qualified as outlined above and must also pass an internal assessment by the Contractor.





		DBS Checks



		

The Contractor shall operate clear written processes and procedures for the recruitment and selection of Interpreters that meet all of the legislative requirements and employment law including in relation to equal opportunities and anti-discrimination practice.

Contractor vetting and selection procedures for Interpreters MUST include, as a minimum, Standard Disclosure and Barring Service (DBS) checks for all Interpreters (including existing and new Interpreters) providing services under this agreement prior to the Interpreter working on site.





		Identification Badges



		

The Contractor shall require all Staff (including freelance Interpreters) to display at all times when on site, or conducting video interpretation services, an identification badge, complete with photograph, in such form as may be agreed by the Authorised Officer.





		Client Centred Provision



		

Specific requirements for interpreting will include capacity to provide gender-specific, health and culturally specific interpreting services that reflect awareness and understanding of cultural, political, forensic and psychiatric sensibilities (including understanding and objectivity with the client group and the cultures that they identify themselves) to support obligations under the Equality Act 2010.





		[bookmark: _Toc331413827][bookmark: _Toc49953684][bookmark: _Toc61015844]Interpreting Models



		

Interpreters for each Spoken Language or British Sign Language assignment should use the ‘Linguistic Model’ (this is where the interpreter only interprets what they hear, i.e. does not ask questions or gets involved in the discussion. 



The Interpreter may only use the ‘Advocate Model’ (the interpreter asks question to ensure that the client fully understands and appreciates what is being said) if there’s an express or explicit requirement and request.





		Management Information



		The Contractor shall provide management information on a monthly basis (for the month prior) 



Management Information should be provided in a format compatible with Microsoft Office Excel and with the ability to edit and manipulate as necessary.



All Management Information should be reported using the common system of service/product classification found within Annex A. This will allow for accurate reporting of interpretation data.



The Contractor must be able to produce and provide tailored management information additional to the MI template, on, but not limited to, the following, at no additional charge;



Number of appointments provided broken down by type including:



· Language provided (broken down by community language and BSL)

· Type of interpreting provided (face-to-face, telephone, video)

· Where the service was provided (e.g. GP surgery, pharmacy) by service type and practice

· Reason for interpreting (e.g. to book appointment, to attend appointment)

· Missed appointments and reason

· Themes and trends analysis to review issues and complaints, Number of Interpreters per language, qualification, age, gender, region or any other relevant banding/criteria/differentiator.







The ICB may request data and reports on an ad hoc basis to assist with Freedom of Information Requests. The Supplier shall within one working day of request the required data or information.



The Contractor shall provide data in relation to the number of complaints received, the volume upheld, the volume which were considered founded, and the volume by service type.



The Contractor shall provide analysis of market intelligence not limited to language usage, emerging and future patterns of demand, geographical spread, trends and potential gaps on an annual basis.



The Contractor must be able to measure the change in behaviour across various services. For example, a methodology to measure a change in usage from face-to-face interpretation to remote interpreting options.

The Contractor shall produce and provide any requested tailored/non-standard Management Information reports as may be reasonably requested by the ICB from time to time which shall be provided free of charge, for example Gain share/Equality and Diversity Monitoring.



The Supplier shall provide access to their live Management Information systems if requested by the ICB.



Contractors may also be required to provide annual service reports in addition to monthly Management Information and local KPI returns.





		Expenses



		

The Approved Organisations shall not be subject to any travel charges, parking fees or travel time unless agreed, where relevant, at the call off stage.



Any travel charges, parking fees and travel time expenses should be agreed and recorded in an Order form (SLA) between the Approved Organisation and the Contractor.



The Contractor must ensure that any additional expenses are fully transparent and clearly identified on all booking forms and invoices and must be signed by an Authorised Person.




















Activity levels

NOTE: Activity levels are not guaranteed. Figures are indicative and may be subject to change due.  In particular activity in Pharmacy, Optometry and Dental Practices may increase as practices become more aware of the service.



GP activity

*Annual figures extrapolated from activity data for October – December 2024

		Language

		Face to Face Interpreting

		Telephone Interpreting

		Translation / Transcription

		Video Remote Interpreting

		Oct-Dec 24

		Estimated annual total



		Albanian

		52

		91

		

		

		143

		572



		Amharic

		37

		91

		

		

		128

		512



		Arabic

		357

		1012

		

		1

		1370

		5480



		Arabic (Kue)

		2

		

		

		

		2

		8



		Arabic (Moroccan/Tunisian/

Algerian/Libyan)

		1

		

		

		

		1

		4



		Armenian

		

		1

		

		

		1

		4



		Bahasa Indonesia

		

		2

		

		

		2

		8



		Bengali

		7

		128

		

		

		135

		540



		BSL (British Sign Language)

		45

		

		

		

		45

		180



		Bulgarian

		

		27

		

		

		27

		108



		Cantonese

		1

		49

		

		

		50

		200



		Croatian

		

		2

		

		

		2

		8



		Cypriot Turkish

		

		1

		

		

		1

		4



		Czech

		

		37

		

		

		37

		148



		Dari

		9

		183

		

		

		192

		768



		Dinka

		1

		

		

		

		1

		4



		Dutch

		

		1

		

		

		1

		4



		Farsi (Persian)

		71

		364

		1

		1

		437

		1748



		French

		19

		53

		1

		

		73

		292



		Fula (Fulani, Pulaar, Peulh, Fulfulde)

		

		2

		

		

		2

		8



		German

		

		1

		1

		

		2

		8



		Greek

		

		1

		

		

		1

		4



		Gujarati

		2

		11

		

		1

		14

		56



		Hindi

		

		46

		

		

		46

		184



		Hungarian

		2

		9

		

		1

		12

		48



		Italian

		

		11

		

		

		11

		44



		Japanese

		

		2

		

		

		2

		8



		Konkani

		

		1

		

		

		1

		4



		Krio

		

		2

		

		

		2

		8



		Kurdish / Kurdish Sorani

		174

		510

		

		

		684

		2736



		Kurdish Badini

		14

		30

		

		

		44

		176



		Kurdish Kurmanji

		25

		19

		

		

		44

		176



		Latvian (Lettish)

		

		30

		1

		

		31

		124



		Lingala

		

		2

		

		

		2

		8



		Lithuanian

		1

		22

		

		

		23

		92



		Luganda

		2

		

		

		

		2

		8



		Malay (Malaysian)

		1

		

		

		

		1

		4



		Malayalam

		

		9

		

		

		9

		36



		Mandarin

		21

		84

		

		

		105

		420



		Mandinka (Mande)

		

		1

		

		

		1

		4



		Mirpuri (Pahari, Potwari)

		

		1

		

		

		1

		4



		Nauru

		1

		

		

		

		1

		4



		Nepali

		

		25

		

		

		25

		100



		Nuer

		1

		3

		

		

		4

		16



		Oromo ( Afan)

		12

		11

		

		

		23

		92



		Pashtu

		127

		9

		

		1

		137

		548



		Polish

		13

		769

		2

		

		784

		3136



		Portuguese

		

		81

		1

		

		82

		328



		Punjabi

		7

		277

		

		

		284

		1136



		Romanian

		79

		1077

		

		2

		1158

		4632



		Russian

		4

		126

		

		

		130

		520



		Serbian

		

		1

		

		

		1

		4



		Shona

		

		1

		

		

		1

		4



		Sinhalese

		5

		3

		

		

		8

		32



		Slovak

		

		80

		

		

		80

		320



		Somali

		10

		76

		

		

		86

		344



		Soninke

		

		1

		

		

		1

		4



		Spanish

		2

		79

		3

		

		84

		336



		Swahili

		

		10

		

		

		10

		40



		Sylheti

		

		4

		

		

		4

		16



		Tamil

		23

		140

		

		

		163

		652



		Telugu

		

		2

		

		

		2

		8



		Thai

		

		5

		

		

		5

		20



		Tigrinya

		68

		309

		

		

		377

		1508



		Traditional Chinese

		

		

		1

		

		1

		4



		Turkish

		6

		65

		2

		

		73

		292



		Twi

		

		9

		

		

		9

		36



		Ukrainian

		3

		76

		1

		

		80

		320



		Urdu

		17

		196

		

		1

		214

		856



		Various

		

		356

		

		

		356

		1424



		Vietnamese

		29

		60

		

		

		89

		356



		Zulu

		1

		

		

		

		1

		4



		Total

		1252

		6687

		14

		8

		7961

		31844











Dental activity

		

		Oct – Dec 24 

Total

		Estimated annual usage



		Arabic

		2

		8



		Arabic (Kue)

		4

		16



		BSL (British Sign Language)

		3

		12



		Cantonese

		3

		12



		Deafblind Manual

		1

		4



		Kurdish Badini

		3

		12



		Kurdish Gorani

		2

		8



		Pashtu

		2

		8



		Polish

		1

		4



		Romanian

		1

		4



		Sign Support English

		1

		4



		Tigrinya

		2

		8



		Urdu

		2

		8



		Grand Total

		27

		108
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Data Protection Impact Assessment (DPIA)

This template is an example of how you can record your DPIA process and outcome. It follows the process set out in our DPIA guidance, and should be read alongside that guidance and the Criteria for an acceptable DPIA set out in European guidelines on DPIAs. 

You should start to fill out the template at the start of any major project involving the use of personal data, or if you are making a significant change to an existing process. The final outcomes should be integrated back into your project plan.



		Step 1: Identify the need for a DPIA



		Explain broadly what project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.



This project is aimed at providing language services to patients and staff. Word360 provides the language services through face to face, telephone and video. The software platform Wordskii is used to manage appointments and deliver telephone and video services.







		Step 2: Describe the Processing,  



		how will you collect data

		Data is collected through the Wordskii web portal, developed by Word360. 

Practice staff log in to the platform and input required booking and patient information. 

Interpreter data is already present in the system, maintained by Word360.





		How will you use data

		The data is used to manage interpreter bookings, including scheduling, confirmation, and delivery of interpretation services. 

Patient names are shared with interpreters to avoid conflicts of interest (e.g. interpreting for family/friends) and to ensure preferred interpreters are allocated to a booking. 

e.g. for deaf patients. 





		How will you store data

		

Data is securely stored in MongoDB Atlas hosted on Amazon Web Services (AWS). All data is encrypted at rest (AES-256) and in transit (TLS 1.2+). 



Telephone interpretation recordings are also stored on Twilio’s infrastructure, and translation documents will be temporarily stored on Smartcat’s platform until invoices are paid.  Redacted information may be saved to build a glossary of terms and translation memory to drive cost efficiencies over time. 





		How will you delete data

		

By default, data is retained for the current year plus six previous years. However, it is deleted 90 working days after the final invoice is paid, unless retention is required for statutory or audit purposes. 

Data is anonymised or securely removed from the platform.



		What is the source of data

		

Data is entered by staff at the Practice using the Wordskii platform. Interpreter information is maintained by Word360. 

Some technical metadata may also be generated by the platform and its sub-processors (e.g. Twilio call logs).





		Will you be sharing data with anyone

		

Data will be shared with:

· Interpreters (limited to necessary session details and patient name)

· Sub-processors including:

· Twilio (telephone interpreting)

· AWS & MongoDB (cloud storage)

· Microsoft (cloud infrastructure)

· Smartcat (translation document processing)

· Zoho Desk (support ticketing)

All third parties operate under data processing agreements and comply with relevant Data Protection standards.





		You might find it useful to refer to a flow diagram or other way of describing data flows.

		

Appendix 1a - Dataflow Diagram and Architecture v1.0.pdf



Booking information is entered by Practice staff into the Wordskii platform. 

Wordskii matches interpreter profiles based on language, availability, and other filters. 

Confirmation emails are sent to both parties. 

In the case of telephone and video interpreting, calls are routed through Twilio and may be recorded for quality assurance. 

Translation documents are uploaded to Wordskii and processed by approved translators within SmartCat. 

Logs and metadata are stored securely for auditing and service quality.



A detailed data flow diagram attached.









		What types of processing identified as likely high risk are involved?

		· Processing of special category data (e.g. health, ethnicity, religion, sexual orientation)

· Recording of telephone interpreting sessions

· Data transfers to sub-processors (e.g., Republic of Ireland and Germany)

· Automated allocation of interpreters to sessions (based on language and availability)





		Describe the scope of the processing:



		What is the nature of the data

		

The data includes personally identifiable information (PII) such as 

· patient names, 

· NHS numbers, 

· contact details, 

· addresses

· session information 

· audio recordings for telephone interpreting. 

· Staff names and contact details 

· Interpreter profiles include names, 

· contact information, 

· languages spoken, 







		Does the data contain special category data

		Yes. 

The interpreting sessions often involve discussions related to the patient’s health condition. 



In addition, data such as the language spoken or cultural context may indirectly reveal information about a person’s ethnic origin or religious beliefs. 



Documents submitted for translation may also contain medical or legal content classified as special category data.





		Does the data contain criminal offence data

		No



		How much data will you be collecting

		

Data will be collected for each appointment booked through the platform. 

This includes patient identifiers, session details, interpreter information, and staff contact data. 



The overall volume depends on the frequency of bookings made by the Practice.



		How much data will you be using

		

All data collected is used for the purpose of booking, delivering, and auditing interpretation services ensuring the correct interpreter is booked for the patient needs. 



No unnecessary data is collected or retained. Access is strictly controlled based on user roles.



		How often

		Data is collected and processed daily as new interpretation appointments are scheduled. Usage continues throughout the appointment lifecycle, from booking to delivery and audit.





		How long will you keep data 

		Data will be retained for the current year plus six previous years by default. 

Anonymised data may be retained for reporting or service improvement purposes.





		How many individuals are affected

		The number of patients that require interpreting and translation services and staff from the Practice involved in arranging the services.





		What geographic area does it cover. 

		The service will be available to user 





		Describe the context of the processing:



		What is the nature of your relationship with the individuals

		Patients and staff are end users of the interpreting and translation services provided by Word360 and delivered via our proprietary platform, Wordskii. 



Word360, as a supplier, facilitates the service on behalf of the Practice. Interpreters and translators are professional freelancers contracted to deliver the interpreting service.





		How much control will they have?

		The Practice obtains explicit consent before sharing data with Word360. Staff and interpreters have access to their own data and can manage or update their personal details through the platform. Individuals have all the rights stipulated by the UK data protection regulation.





		Would they expect you to use their data in this way

		Yes. It is reasonable for patients, staff, and interpreters to expect that their data will be used to facilitate accurate and safe interpretation services, especially in clinical and legal contexts.





		Do they include children or other vulnerable groups 

		Yes. Interpretation services may be required for children or other vulnerable groups who are attending appointments, including patients with mental health conditions or those involved in legal or safeguarding proceedings.





		Are there prior concerns over this type of processing or security flaws

		No significant concerns or security flaws have been previously identified with this type of processing. Word360 has implemented robust security measures and conducts regular audits and testing to maintain compliance and system integrity.





		Is it novel in any way

		No. The service uses well-established processes and technologies for interpreting and translating services. The platform and its integrations have been in operational use across multiple organisations.





		What is the current state of technology in this area

		The technology used is mature, secure, and widely adopted. The Wordskii platform is built with modern web technologies, incorporates role-based access control, and uses encrypted cloud storage. Third-party services such as Twilio and AWS are industry-standard solutions for secure communications and hosting.





		Are there are current issues of public concern which you should factor in

		No.



		Are you signed up to any approved code of conduct or certification scheme? 

		Yes. 

Word360 is registered with the Information Commissioner’s Office (ICO): Z9581865

and is ISO 27001 and ISO 22301 certified. 

The organisation is also compliant with the Data Security and Protection Toolkit (DSPT): 8KG33





		Describe the purposes of the processing:



		what do you want to achieve?

		To provide a secure, efficient, and accessible language service that enables clear communication between patients and healthcare professionals. 



The goal is to ensure that language barriers do not hinder the delivery of high-quality patient care or services.





		What is the intended affect on individuals

		The intended effect is ensure they receive culturally appropriate communication support at the point of need. 



Patients will receive the appropriate care and information in a language they understand, fostering safety, dignity, and inclusion. For staff, the service supports more accurate and confident delivery of care.





		What are the benefits of the processing – for you and more broadly

		For Word360, the processing enables delivery of high-quality, contractually obligated services to healthcare clients. Wordskii is designed to process large volumes of interpreting and translation requests swiftly and consistently such that staff and patients can be assured of a high quality service.  Wordskii offers multiple system benefits to the user such as being a single service solution to access a myriad of communication support. 



For the Practice, it ensures that language needs are met efficiently and compliantly. More broadly, it supports equitable access to care, reduces communication errors, and enhances patient safety, particularly for those from non-English speaking or vulnerable communities.







		Step 3: Consultation Process



		Describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so

		It is not appropriate to seek individual views directly due to the operational nature of the service and the limited interaction Word360 has with patients. The Practice, as the data controller, manages the consent process and communicates data usage to individuals through their own privacy notices and patient information materials.



		Who else do you need to involve within your organisation?

		The internal Information Governance team, Data Protection Officer (DPO), and technical leads responsible for data handling and platform security will be involved to ensure compliance and oversee implementation of the DPIA recommendations.



		Do you need to ask your processors to assist

		Current Data Processing Agreement with the sub-processors covers this already, so no additional consultation is needed.



		Do you plan to consult information security experts, or any other experts?

		Yes. Internal information security professionals have been consulted to assess and validate the platform’s security controls, encryption standards, access management practices, and incident response procedures. Certification bodies are also involved in the context of ISO standards.







		Step 4: Assess necessity and proportionality  



		What is your lawful basis for processing 

		Processing is carried out on the basis of explicit consent obtained by the Practice prior to data sharing, and legal obligation under relevant healthcare regulations. For special category data, processing is justified under Article 9(2)(i) of UK GDPR – necessary for reasons of public interest in the area of public health.



		Does the processing actually achieve your purpose

		Yes. The processing enables effective allocation and delivery of language services, ensuring that individuals receive the care and communication support they require in their preferred language.



		Is there another way to achieve the same outcome?

		No. Personal and special category data is essential to accurately match interpreters with patients and to ensure interpreters are appropriately briefed. Without this data, the risk of misidentification, miscommunication, or service failure increases significantly.



		How will you prevent function creep

		Function creep is prevented through strict adherence to data protection policies, defined user roles, and purpose limitation enforced by platform design. Processing activities are limited to those necessary for interpretation services, and any secondary use is prohibited by contract.



		How will you ensure data quality and data minimisation?

		Data quality is maintained by allowing staff to update patient and appointment details directly within the platform. Only the minimum necessary data required to perform the service is collected. System validations and training ensure accurate data input. This is reviewed annually to ensure we maintain data quality and minimisation.



		What information will you give individuals?

		Individuals are informed via the Practice’s privacy notice and during the consent process. The notice explains what data is collected, how it will be used, who it may be shared with, and the rights individuals have under data protection law.



		How will you help to support their rights

		Word360 supports all applicable data subject rights under UK Data Protection Regulation, including access, rectification, restriction, and objection. Requests may be submitted directly to Word360 or via the Practice, and Word360 will liaise with the controller before responding.



		What measures do you take to ensure processors comply?

		All sub-processors are bound by Data Processing Agreements (DPAs) that mandate compliance with UK GDPR. Due diligence is performed, including checks for ISO certifications, DSPT compliance, and ICO registration. Sub-processors are selected based on their security posture and contractual assurances.



		How do you safeguard any international transfers?

		Data transfers outside the UK (e.g., to Ireland or Germany) are covered by appropriate safeguards such as Standard Contractual Clauses (SCCs) and binding contractual terms within the DPA. All sub-processors used for international transfers operate under GDPR-equivalent protections.







		Step 5: Identify and assess risks and identify measures to reduce risks 



		Provide a risk assessment

		Risk Assessment included in the submission












